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Anomauisa. InmencusHull po36umox IHPOPMAyitiHUX MeXHOLO02IU 3yMOBUE NIOGUEHULl THmMepeC CYChilb-
cmea 00 npobaem ingopmayii ma iHopmayiinoi Oe3neky i CHPULUHUB Pi3Ke 30LIbUEHHS 3a2aNTbHO2AY-
3e80i HayKkoeoi akmusHocmi y yil cgepi. Yucnenni nayrxosi npayi 6 yii eanysi cmaiu QyHoameHmom os
PO3DOOKU MeopemuUyHUX OCHO8 pe2ylt08aHHA CYCHINIbHUX 8iOHOCUH 8 iH(hopmayitiHili cghepi. Pazom i3
mum, yi npayi Marome BUKIIOYHO YUBLIbHO-NPABOSUL xapakmep. BoOHouac numanHs pe2yio8aHHs 8iOHO-
CUH Y MOMY, WO CIOCYEMbCA KOMEPYILHOT MAEMHUYT, Y HUX a0 He po32Ta0armvcs 63a2aui, abo po3ens-
Odaromvucs auwe ppaemenmapro. Komniexche docniodcenus 6a2amoxkpumepianioHo20 OYiHIO8AHHS PIBHI6
KOHGiOeHyiunocmi gidomocmetl, AKI RIOAA2AIOMb BKIIOUEHHIO 00 OOKYMEHMA, paHiule He npogoounocs. ¥
cmammi po3eisiHymo nioxio 00 OyiHKU pieHsi KOHpIOeHyiinocmi gioomocmell, sKi NiOAA2aOmMy 6KAIOYEH-
HI0 00 MAUOYmMHb020 0oKyMeHma. Letl nioxio rpyHmyemuvcsa Ha 3aCMOCYBAHNE eKCNEPMHUX 8UCHOBKIG WO~
00 cmynewig 6MIUGY O3HAK KOHQIOeHYIUHOCMI HA NIOCYMKOBUL pigeHb Konpidenyitinocmi. Mexanizm
HeYimK020 GUCHOBKY, WO CINAHOBUMY AHATIMUYKY CYMb Ni0X00Y, GUPIULYE NOCMABNeHe 3a80AHH, CnUpa-
OUUCL HA NPAMULL NPUYUHHO-HACTIOKOGUL 38'A30K MIdIC O3HAKAMU KOHGIOeHyituHocmi eidomocmel ma
PpisHAMU KOH@IOenyitiHocmi 00KyMenmig. Parniuie HACIIOOK 3aCMOCYBAHHA CUCTHEMU HEUIMKO20 BUCHOBKY
goanocs cghopmysamu OOTPYHMOBAHY WIKATY 2padayii pieHie KOHQIOeHYIUHOCMI OOKYMeHmi8 i 0ocump
JIe2KO OMPUMamu niOCyMKO8I OYiHKU PieHi6 KOHpIOeHyilHocmi gidomocmel, sKi nioisieaiomsd 6KAOUEHHIO
00 MatlbymHb020 OOKYMeHma. Y yitl cmammi eupiuyemovcs aHON02IuHe 3a80AHHS, Ale 8Jice 3 3ACMOCY-
BAHHAM [HUL020 MemOoOy pazugirayii 03HaK KOHGIOeHYIUHOCMI K AKICHUX KpUmepiié OyiHKU.

Knrouoei cnosa: mapxysanus O0OKymenmis, haxmop KOHOIOeHYIUHOCMI, eKCnepmua OYIHKA, HeyimKd
MHOJNCUHA, HEYIMKUL BUCHOBOK.

Abstract. The intensive development of information technologies predetermined the increased interest of
society in the problems of information and information security and led to a sharp increase in the indus-
try-wide scientific activity in this area. Numerous scientific works in the subject area have become the
basis for the development of theoretical foundations for the regulation of public relations in the infor-
mation sphere. At the same time, the listed works are of an exclusively civil law nature. The issues of regu-
lating relations regarding commercial secrets are either not considered at all or are considered fragmen-
tarily. A comprehensive study on the multi-criteria assessment of the levels of information confidentiality
to be included in the document has not previously been undertaken. The article discusses an approach to
assessing the level of information confidentiality to be included in a future document. This approach is
based on the application of expert judgments regarding the degree of influence of confidentiality features
on the final level of confidentiality. The fuzzy inference mechanism, which constitutes the analytical es-
sence of the approach, solves the task, relying on a direct cause-effect relation between the signs of the
information confidentiality and the levels of the confidentiality of the documents. Earlier, because of the
application of the fuzzy inference system, it was possible to form a reasonable scale of gradation of the
levels of the confidentiality of the documents and it is quite easy to obtain final estimates of the levels of
the information confidentiality to be included in a future document. In the current article, a similar prob-
lem is solved, but with the use of another method of fuzzification of confidentiality features as qualitative
assessment criteria.
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1. Introduction

Existing approaches to the procedure for establishing the degree of information confidentiality to
be included in future documents are based on the use of heuristic knowledge (in particular, the
preference system) of the head responsible for assigning a confidentiality stamp (HCS) [1, 2]. At
the same time, the process of establishing the level of confidentiality has several drawbacks, the
main one of which is the low objectivity of the confidentiality assessment, due to the system of
subjective preferences, which the HCS uses when analyzing contextual information for their con-
fidentiality [3]. Therefore, to increase the objectivity of the process of assessment, synthesis, and
selection of a consolidated solution with respect to the level of secrecy of information to be in-
cluded in the document, it is necessary to attract independent expert knowledge and opinions re-
garding the presence of confidentiality factors and their influence on the level of secrecy. Based
on these prerequisites, the importance and relevance of the study of methods for a balanced as-
sessment of the level of confidentiality of documents become obvious.

In our previous works (see, for example, [4, 5]), to fuzzify confidentiality features as qual-
itative evaluation criteria, documents subject to confidentiality classification were considered as a
universe. In this work, the description of confidentiality features in the form of fuzzy sets is car-
ried out on a completely different basis.

The aim of the work is to create a mechanism for assessing the confidentiality of infor-
mation to be included in a future document, which is the first step to protect documented infor-
mation, allowing ensuring relatively reliable security of official secrets within a particular organi-
zation.

2. Problem definition

Assessment of the degree of confidentiality of information to be included in the document is a
multi-criteria procedure that implies the application of the compositional rule for aggregating the
assessment for each of the confidentiality signs: x, — economic significance; x, — scientific sig-

nificance; x, — price significance; x, — official level; x, — interest in information from foreign
countries; x, — attitude towards the publication of such information in foreign countries.

Suppose that 15 experts (e (k =1+15)) are invited to identify the confidentiality features
(CF) x.(i=1+6) in the information to be included in the proposed (specific) document D. Corre-
sponding estimates were obtained by independent questioning on a 100-point scale, so that for
each k the condition Zf:leki =100 is fulfilled. The obtained expert judgments are summarized
in Table 1.

Table 1 — Expert judgments relative to the significance of the CF for specific document D
CE Symbols of experts and their assessments on a 100-point scale

€1 €2 €3 €4 €5 €e €7 €s €9 €10 €11 €12 €13 €14 | €15
X1 | 30 | 25 | 20 | 30 | 20 | 30 | 20 | 28 | 27 | 30 | 25 | 30 | 20 | 30 |25
X2 | 25 | 18 | 25 | 20 | 25 | 20 | 25 | 25 | 10 | 20 | 15 | 25 | 25 | 18 |15
Xs | 15 | 20 | 10 | 10 | 30 | 15 | 13 | 12 | 20 | 25 | 18 | 20 | 17 | 20 | 20
Xg | 20 | 12 | 15 | 27 | 15 | 18 | 15 | 20 | 13 | 15 | 20 8 15 | 15 |10
X5 7 15 18 5 8 7 17 5 25 3 12 15 13 10 | 25
Xe | 3 10 | 12 8 2 10 | 10 | 10 5 7 10 2 10 7 5
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Based on the data from Table 1, it is necessary to fuzzify the confidentiality features of in-
formation, to form an appropriate fuzzy inference system and establish the confidentiality stamp
for the given document D.

3. Expert assessment of the level of confidentiality of a document using a fuzzy inference
system

To aggregate the conclusions of experts regarding the presence of CF in the information from the
point of view of their influence on the general level of secrecy of information to be included in
the document, the following statements are taken as a basis:

di: “If in the assessed document the expert has identified CF x,, x, and x,, then the level
of secrecy of information is significant”;

d2: “If the expert has identified four CFs (x,, X,, X, and Xg), then the level of secrecy of
information is already more than significant”;

ds: “If in the process of analysis the expert has identified all types of CF, then the level of
secrecy of information is too significant”;

ds: “If, in addition to the CFs specified in d2, the expert additionally established the
presence of FC xs, then the level of secrecy of information is very significant”;

ds: “If among the CFs identified by the expert only x,, X,, X; and x, are significant, and
the rest CFs xs and xe are insignificant, then the level of secrecy of information is still
significant”;

de: “If the expert does not identify the CFs x,, X,, X, and X, then the level of secrecy of
information is insignificant”.

The analysis of these considerations allows allocating six qualitative evaluation criteria,
presented in the form of the term “VISIBLE” for each of the input linguistic variables X (i =1+6),
and the output characteristics, reflected in the form of the corresponding terms of the linguistic
variable y — the level of secrecy of information to be included into the document. The output lin-
guistic variable y is specified on a discrete set J ={0; 0,1; 0,2; ...;1}, and its terms are specified
using the corresponding membership functions for all j<J as follows [6, 7]:

* Y1 = SIGNIFICANT: zv1(j) = j;

* Y2 = MORE THAN SIGNIFICANT: iv2(j) = \/—

* Y3= VERY SIGNIFICANT: zva(j) = j%

1,j=1,
* Y4= TOO SIGNIFICANT: 4, (]) :{O Jj 1
) ) <4

* Yo = INSIGNIFICANT: zvo(j) =1 —j.
Fuzzification of terms in the left-hand sides of the rules is carried out using the Gaussian
membership function [8]:

u(u,) =exp{—(u, —100)* / 62} (k =1+15),

describing the corresponding fuzzy subset of the discrete universe {e,e,, ..., €.}, where
o} =2500 is the density assumed to be the same for all cases; ex is the k-th expert's estimate

relative to the significance of the CF x;(i =1+6) (see Table 1).

In this case, the term “vISIBLE”, as one of the values of the linguistic variables x;, in each
specific case can be described in the form of the following corresponding fuzzy sets:

X1={0,1409/e;; 0,1054/e; 0,0773/es; 0,1409/e4; 0,0773/es; 0,1409/e¢; 0,0773/e7;
0,1257/eg; 0,1186/e9; 0,1409/e10; 0,1054/e11; 0,1409/e12; 0,0773/e13; 0,1409/e14; 0,1054/e15};
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X2={0,1054/e;1; 0,0679/e2; 0,1054/e3; 0,0773/es; 0,1054/es; 0,0773/es; 0,1054/e7;
0,1054/es; 0,0392/e9; 0,0773/e10; 0,0556/e11; 0,1054/e12; 0,1054/e13; 0,0679/e14; 0,0556/e15};

X3={0,0556/e1; 0,0773/e2; 0,0392/e3; 0,0392/e4; 0,1409/es; 0,0556/es; 0,0484/e7;
0,0452/eg; 0,0773/e9; 0,1054/e10; 0,0679/e11; 0,0773/e12; 0,0636/e13; 0,0773/e14; 0,0773/e15};

X4={0,0773/e1; 0,0452/e; 0,0556/e3; 0,1186/es4; 0,0556/es; 0,0679/es; 0,0556/e7;
0,0773/es; 0,0484/e9; 0,0556/e10; 0,0773/e11; 0,0339/e12; 0,0556/e13; 0,0556/e14; 0,0392/e15};

Xs = {0,0314/e1; 0,0556/e»; 0,0679/es; 0,0271/es; 0,0339/es; 0,0314/es; 0,0636/e7;
0,0271/es; 0,1054/e9; 0,0232/e10; 0,0452/e11; 0,0556/e12; 0,0484/e13; 0,0392/e14; 0,1054/e15};

Xes = {0,0232/e1; 0,0392/e»; 0,0452/es; 0,0339/es; 0,0215/es; 0,0392/es; 0,0392/e7;
0,0392/eg; 0,0271/e9; 0,0314/e10; 0,0392/e11; 0,0215/e12; 0,0392/e13; 0,0314/e14; 0,0271/e15}.

Taking into account the introduced formalisms, the rules di +~ de are formulated as
follows:

di: “If x, = Xgand x2 = X2 and x3 = X3, theny = Y1”;

d2: “If x, = Xgand x2 = X2 and x3 = Xz and xs = Xe, theny = Y>”;

ds: “If x, = Xg and x2 = X2 and x3 = Xz and Xa=X4 and xs =Xs and Xe=Xg, theny = Y4”;

da: “If x, = Xgand x2 = X2 and x3 = Xz and xs = Xs and Xs = Xs, then y = Y3”;

ds: “If X, = Xgand x2 = X2 and x3 = Xz and Xa = Xs and Xs = —Xs and Xs = —Xe, theny = Y1”;

ds: “If X1 = —X1 and x2 = =Xz and x4 = =Xz and xs = —Xs, then y = Yo",

Applying the operation of intersection of fuzzy sets to the left-hand sides of the given
above rules [7], the corresponding membership functions wmvi= (u) (i = 1 + 6) are established as
follows:

di: zm1 = min{uxa(u); wxe(u); wxa(u)}; M1 = {0,0556/e1; 0,0679/e2; 0,0392/es; 0,0392/e4;
0,0773/es; 0,0556/es; 0,0484/e7; 0,0452/es; 0,0392/e9; 0,0773/e10; 0,0556/e11; 0,0773/e1;
0,0636/e13; 0,0679/e14; 0,0556/e15};

d2: gv2 = min{uxa(u); wxe(u); uxa(u); wxe(u)}; M2 = {0,0232/e1; 0,0392/e2; 0,0392/es;
0,0339/e4; 0,0215/es; 0,0392/es; 0,0392/e7; 0,0392/eg; 0,0271/e9; 0,0314/e10; 0,0392/e11;
0,0215/e12; 0,0392/e13; 0,0314/e14; 0,0271/e15};

da: gmz = min{uxa(U); pxe(u); axa(u); xa(u); wxs(u); pxe(u)}; Ms = {0,0232/e1; 0,0392/ey;
0,0392/e3; 0,0271/es; 0,0215/es; 0,0314/es; 0,0392/e7; 0,0271/eg; 0,0271/eq; 0,0232/e10;
0,0392/e11; 0,0215/e12; 0,0392/e13; 0,0314/e14; 0,0271/e15};

da: gva = minf{uxa(u); mxe(u); wxa(u); wxs(u); wxe(U)}; Ma = {0,0232/e1; 0,0392/ez;
0,0392/e3; 0,0271/es; 0,0215/es; 0,0314/es; 0,0392/e7; 0,0271/eg; 0,0271/eq; 0,0232/e10;
0,0392/e11; 0,0215/e12; 0,0392/e13; 0,0314/e14; 0,0271/e15};

ds: gavs = min{uxa(u); pxa(U); wxa(u); pxa(u); 1 — pxs(U); 1 — pxe(U)}; Ms = {0,0556/e1;
0,0452/e5; 0,0392/e3; 0,0392/e4; 0,0556/es; 0,0556/e6; 0,0484/e7; 0,0452/eg; 0,0392/e9; 0,0556/e10;
0,0556/e11; 0,0339/e12; 0,0556/e13; 0,0556/e14; 0,0392/e15};

ds: tave = Min{L — xa(u); 1 — xe(U); 1 — xa(u); 1 — uxs(u)}; Me = {0,8591/e1; 0,8946/ey;
0,8946/e3; 0,8591/es; 0,8946/es; 0,8591/es; 0,8946/e7; 0,8743/es; 0,8814/eq; 0,8591/e10;
0,8946/e11; 0,8591/e12; 0,8946/e13; 0,8591/e14; 0,8946/e15}.

As a result, the rules can be rewritten in the more compact form:

di: “If x = My, theny = Y17,

do: “If x = M2, theny =Y,

ds: “If x = M3, theny = Y47,

da: “If X = Mg, theny = Y37,

ds: “If x = Ms, theny = Y1,

ds: “If X = Mg, theny = Yo”.

Transformations of these rules using the Lukasiewicz implication [6, 7]

w(u, j) =min{l, 1— z(u) + p(j)}
made it possible to obtain the corresponding fuzzy relations in the form of the following matrices:
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0,0556
0,0679
0,0392
0,0392
0,0773
0,0556
0,0484
0,0452
0,0392
0,0773
0,0556
0,0773
0,0636
0,0679
0,0556

0,0232
0,0352
0,0392
0,0339
0,0215
0,0392
0,0392
0,0392
0,0271
0,0314
0,0392
0,0215
0,0392
0,0314
0,0271

0,0232
0,0392
0,0392
0,0271
0,0215
0,0314
0,0392
0,0271
0,0271
0,0232
0,0392
0,0215
0,0392
0,0314
0,0271

0,9444
0,9321
0,9608
0,9608
0,9227
0,9444
0,9516
0,9548
0,9608
0,9227
0,9444
0,9227
0,9364
0,9321
0,9444

0,9768
0,9608
0,9608
0,9661
0,9785
0,9608
0,9608
0,9608
0,9729
0,9686
0,9608
0,9785
0,9608
0,9686
0,9729

0,5768
0,9608
0,5608
0,9729
0,5785
0,9686
0,5608
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0,57a68
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0,5785
0,5608
0,9686
0,5729
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0
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0,5729
0,9729
0,5768
0,5608
0,5785
0,5608
0,9686
0,5729

1
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0
0,9768
0,9608
0,59608
0,9729
0,9785
0,9686
0,59608
0,972%9
0,9729
0,9768
0,5608
0,9785
0,59608
0,9686
0,972%9
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0,5477
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I e T e e e T = = T =N SR =

0
0,5768
0,9608
0,5608
0,9729
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0,9686
0,5608
0,5729
0,9729
0,57a68
0,9608
0,5785
0,5608
0,9686
0,5729
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0,6325
1
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0
0,9768
0,9608
0,5608
0,9729
0,57385
0,9686
0,5608
0,5729
0,9729
0,5768
0,9608
0,57385
0,5608
0,9686
0,5729
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(] 0,01 0,04 0,09 0,16 0,25 0,36 0,49 0,64 0,81 1
0,0232 | 0,9768 0,9868 1 1 1 1 1 1 1 1 1
0,0392 | 0,960% 0,9708 1 1 1 1 1 1 1 1 1
0,0392 | 0,9608 0,9708 1 1 1 1 1 1 1 1 1
0,0271 | 0,9722 0,9829 1 1 1 1 1 1 1 1 1
0,0215 | 0,9785 0,9885 1 1 1 1 1 1 1 1 1
0,0314 | 0,9686 0,9786 1 1 1 1 1 1 1 1 1
R 00392 | 0,9608 0,970 1 1 1 1 1 1 1 1 1
0,0271 | 0,9722 0,9829 1 1 1 1 1 1 1 1 1
0,0271 | 0,972 0,9829 1 1 1 1 1 1 1 1 1 '
0,0232 | 0,976% 0,9868 1 1 1 1 1 1 1 1 1
0,0392 | 0,9608 0,9708 1 1 1 1 1 1 1 1 1
0,0215 | 0,9785 0,9885 1 1 1 1 1 1 1 1 1
0,0392 | 0,9608 0,9708 1 1 1 1 1 1 1 1 1
0,0314 | 0,9686 0,9786 1 1 1 1 1 1 1 1 1
0,0271 | 0,9729 0,9829 1 1 1 1 1 1 1 1 1
0 0,1 0,2 0,3 0,4 0,5 0,6 0,7 0,8 0,9 1
0,0556 || 0,9444 1 1 1 1 1 1 1 1 1 1
0,0452 | 0,9548 1 1 1 1 1 1 1 1 1 1
0,0392 | 0,9608 1 1 1 1 1 1 1 1 1 1
0,0392 | 0,9608 1 1 1 1 1 1 1 1 1 1
0,0556 || 0,9444 1 1 1 1 1 1 1 1 1 1
0,0556 || 0,9444 1 1 1 1 1 1 1 1 1 1
Re= 0,0484 | 0,9516 1 1 1 1 1 1 1 1 1 1
0,0452 | 0,9548 1 1 1 1 1 1 1 1 1 1
0,0392 | 0,9608 1 1 1 1 1 1 1 1 1 1
0,0556 || 0,9444 1 1 1 1 1 1 1 1 1 1
0,0556 || 0,9444 1 1 1 1 1 1 1 1 1 1
0,0339 | 0,9661 1 1 1 1 1 1 1 1 1 1
0,0556 || 0,9444 1 1 1 1 1 1 1 1 1 1
0,0556 || 0,9444 1 1 1 1 1 1 1 1 1 1
0,0392 | 0,9608 1 1 1 1 1 1 1 1 1 1
1 09 0,8 0,7 0,6 0,5 0,4 0,3 0,2 0,1 0
0,8591 | 1 10,9405 0,8409 0,7409 0,6403 0,5403 0,4403 0,3409 0,2409 0,1409
0,8946 | 1 10,9054 0,8054 0,7054 00,6054 0,5054 0,4054 0,3054 0,2054 0,1054
0,8946 | 1 10,9054 0,8054 0,7054 00,6054 0,5054 0,4054 0,3054 0,2054 0,1054
0,8591 | 1 10,9409 0,8409 0,7409 0,640 0,5409 0,4409 0,3409 0,2409 0,1409
0,8946 | 1 1  0,9054 0,8054 0,7054 00,6054 0,5054 0,4054 0,3054 0,2054 0,1054
0,8591 | 1 10,9409 0,8409 0,7409 00,6409 0,5409 0,4403 0,3409 0,2409 0,1409
R 08946 | 1 1 09054 0,8054 0,7054 00,6054 0,5054 0,4054 0,3054 0,2054 0,1054
0,8743 | 1 10,9257 0,8257 0,7257 00,6257 0,5257 0,4257 0,3257 0,2257 0,1257
0,8814 | 1 1 09186 0,818 0,7186 0,618 0,5186 0,4186 0,3186 0,2186 0,1186
0,8591 | 1 10,9409 0,8409 0,7409 00,6409 0,5409 0,4409 0,3409 0,2409 0,1409
0,8946 | 1 1  0,9054 0,8054 0,7054 00,6054 0,5054 0,4054 0,3054 0,2054 0,1054
0,8591 | 1 10,9405 0,8409 0,7409 0,6403 0,5403 0,4403 0,3409 0,2409 0,1409
0,8946 | 1 1  0,9054 0,8054 0,7054 00,6054 0,5054 0,4054 0,3054 0,2054 0,1054
0,8591 | 1 10,9405 0,8409 0,7409 0,6403 0,5403 0,4403 0,3409 0,2409 0,1409
0,8946 | 1 1 09054 0,8054 0,7054 00,6054 0,5054 0,4054 0,3054 0,2054 0,1054

The intersection of these fuzzy relations forms a common functional solution in the form
of the following matrix R:
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0.0 01 02 03 0.4 0.5 0.6 0.7 0.8 0% 1.0
@ || 0.9444 09768 059409 038409 0.740% 06409 05409 04409 03409 02409 0.1409
€| 09321 09608 09054 028054 07054 06054 05054 04054 03054 02054 0.1054
g€y 0.9608 0.9608 09034 0.8054 07054 06034 05054 04054 03034 02054 0.1054
€4 0.9608 09729 05408 0.840% 0.7409 064082 0.540% 04409 03409 0.240% 0.1409
és | 0.9227 09785 09054 028054 07054 06054 05054 04054 03054 02054 0.1054
g5 || 0.9444 09686 09408 0.8409 0.7409 06408 0.540% 04405 03409 02409 0.1406
ey || 0.9516 09608 09054 038054 07054 06054 05054 04054 03054 02054 0.1054
€g || 0.9548 0.9729 09257 0.8257 07257 06257 05257 04257 03257 02257 0.1257
€ || 09608 09729 09186 028186 0.7186 06186 05186 04186 03186 02186 0.1186
€10 || 0.9227 09768 05409 08409 0.740% 06409 05409 04409 03409 02409 0.140%9
€11 | 0.9444 09608 09054 028054 07054 06054 035054 04054 03054 02054 01054
212 | 09227 09785 09409 028409 07409 06409 035409 04409 03409 02409 0.1409
€13 || 0.9364 09608 09034 08054 07054 06054 05054 04054 03054 02054 0.1034
14 || 0.9321 09686 05409 0.8409 0.740% 0.640% 05409 04409 03409 02409 0.1409
€15 || 0.9444 09729 059054 0.8054 07054 06054 05054 04054 03054 02054 0.1054

It reflects on a finite discrete set 9 =10 0.1 0,25 0,9 I nternal cause-effect relation
between expert assessments regarding the presence of CF x (i =1+6), on the one hand, and their

influence on the confidentiality levels of the given document D, on the other.

According to [6, 8], the k-th row of the matrix R is the fuzzy subset of the universe J
which formally reflects the conclusion of the k-th expert regarding the level of confidentiality of
document D. To numerically interpret each of the expert conclusions the defuzzification proce-
dure is applied. In particular, the conclusion of the first expert regarding the level of confidenti-
ality of the document D (the 1% row of the matrix R) is interpreted by the following fuzzy set:

E1={0,9444/0; 0,9768/0,1; 0,9409/0,2; 0,8409/0,3; 0,7409/0,4; 0,6409/0,5; 0,5409/0,6;
0,4409/0,7; 0,3409/0,8; 0,2409/0,9; 0,1409/1}.

Then, establishing the o-level sets Ei, and calculating the corresponding cardinalities

M(E1.) by formula M (C,) :%ZEJk’ ix € C, [6], we have:

« for 0 < @ <0,1409: Ao = 0,1409; E1,={0; 0,1; 0,2; 0,3; ...; 0,8; 0,9; 1}, M(E1.)= 0,50;
« for 0,1409 < ¢ < 0,2409: A =0,1; E1,={0; 0,1; 0,2;0,3; ...; 0,8; 0,9}, M(E1) = 0,45;
« for 0,2409 < « < 0,3409: Aa. = 0,1; E1, ={0; 0,1;0,2; 0,3; ...; 0,7; 0,8}, M(E1,) = 0,40;
« for 0,3409 < « < 0,4409: Aa =0,1; E1,={0; 0,1; 0,2; 0,3; 0,4; 0,5; 0,6; 0,7}, M(E1,) = 0,35;
« for 0,4409 < o < 0,5409: Aa = 0,1; E1, ={0; 0,1; 0,2; 0,3; 0,4; 0,5; 0,6}, M(E1,) = 0,30;
« for 0,5409 < « < 0,6409: Ao =0,1; E1, ={0; 0,1; 0,2; 0,3; 0,4; 0,5}, M(E1,) = 0,25;

« for 0,6409 < a < 0,7409: Aa =0,1; E1, ={0; 0,1; 0,2; 0,3; 0,4}, M(E1,) = 0,20;

« for 0,7409 < « < 0,8409: Ao =0,1; E1, ={0; 0,1; 0,2; 0,3}, M(E1,) = 0,15;

« for 0,8409 < a < 0,9409: A = 0,1; E1, = {0; 0,1; 0,2}, M(E1,) = 0,10;

« for 0,9409 < a < 0,9444: Aa = 0,0036; E1, = {0; 0,1}, M(E1.) = 0,05;

« for 0,9444 < ¢ < 0,9768: Aa = 0,0324; E1, = {0,1}, M(E1,) = 0,10.

The numerical assessment of the expert’s conclusion E; relative to the level of confidenti-
ality of document D is established as follows [6]:
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1 1 oo 1
FE)=— | MEMa=go | MENa= o
0 i) 1

max 0

+0,1.0,35+0,1-0,30+0,1-0.25+0.1.0.20+0,1-0,15+0,1- 0,10+ 0,0036 - 0,05+ 0,0324- 0,1] = 0, 3008.

[0.1409-0,5+0,1-0,45+0,1-0,40+

Similar actions are used to establish numerical estimates of the conclusions of the remain-
ing experts relative to the levels of confidentiality of document D: for expert conclusion e; —
F(E2) = 0,2882; for ez — F(E3) = 0,2886; for es — F(E4) = 0,2990; for es — F(Es) = 0,2853; for es —
F(Es) = 0,3025; for e7 — F(E7) = 0,2872; for es — F(Es) = 0,2941; for eg — F(Eg) = 0,2905; for e1p —
F(E1o) = 0,3019; for e1n — F(E11) = 0,2876; for e1o — F(E12) = 0,3016; for e1s — F(E13) = 0,2880;
for e1s — F(E14) = 0,3032; for e15s — F(E15) = 0,2852.

As can be seen from the presented above results, the integral assessments of experts re-
garding the level of confidentiality of document D are quite close. Nevertheless, to obtain
a consolidated assessment of all experts ex (k = 1 + 15) relative to the influence of CF x (i =1+6)

on the level of secrecy of information to be included in document D, that is, for the final marking
of document D, the following rather trivial rules are applied:

p1: “If the aggregate assessment of each expert regarding the CF for their influence on
the level of secrecy of information in document D is interpreted as having an insignificant effect,
then the consolidated assessment of the experts regarding the cumulative influence of these CF on
the level of secrecy of information in document D is characterized as insignificant”;

p2: “If the aggregate assessment of each expert regarding the CF for their influence on
the level of secrecy of information in document D is interpreted as having a significant effect,
then the consolidated assessment of the experts regarding the cumulative influence of these CF on
the level of secrecy of information in document D is characterized as visible”;

ps: “If the aggregate assessment of each expert regarding the CF for their influence on
the level of secrecy of information in document D is interpreted as having a more than significant
effect, then the consolidated assessment of the experts regarding the cumulative influence of
these CF on the level of secrecy of information in document D is characterized as weighable”;

pa: “If the aggregate assessment of each expert regarding the CF for their influence on the
level of secrecy of information in document D is interpreted as having a very significant effect,
then the consolidated assessment of the experts regarding the cumulative influence of these CF on
the level of secrecy of information in document D is characterized as strong”;

ps: “If the aggregate assessment of each expert regarding the CF for their influence on the
level of secrecy of information in document D is interpreted as having a too significant effect,
then the consolidated assessment of the experts regarding the cumulative influence of these CF on
the level of secrecy of information in document D is characterized as too strong”;

These rules represent a cause-effect relation where the input characteristics are the aggre-
gated estimates of experts e, (k =1+15), and the output is the linguistic variable y — the consoli-
dated assessment of the influence of the FC x +X, on the level of secrecy of information to be
included in document D. These judgments make it possible to form a list of the corresponding
terms of input and output linguistic variables (see Table 2) and a minimum set of fuzzy rules for

obtaining a consolidated conclusion of the expert community about the degree of secrecy of the
analyzed document.

In a symbolic form, the given rules p1 + ps are as follows:
r:(e1=A)&(E2=A)&...&(€1s5=A)=(y = Y);
r:(e1=B)&(e2=B) & ... & (e15=B) = (y = Y2);
r3:(e1=C)&(E2=C)&...&((15=C)=(y=Y3);
ry:(e1=D)&(e2=D)&... & (15 =D) = (y = Ya);
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rs: (e1=E) & (e2=E) & ... & (e15s = E) = (y = Y5).

Table 2 — The list of linguistic variables and their terms

Variable name Aggregated expert assessments
Inputs: e, Term-set {A = INSIGNIFICANT, B = SIGNIFICANT, C = MORE THAN SIGNIF-
(k=1+15) ICANT, D = VERY SIGNIFICANT, E = TOO SIGNIFICANT}
Universe [0, 1]
Variable name | Consolidated assessment of the expert community
{Y1 = INSIGNIFICANT, Y2 = VISIBLE, Y3 = WEIGHABLE, Y4 =
Output (¥) Term-set STRONG, Y5 = TOO STRONG}
Universe [0, 1]

These rules are implemented in MATLAB notation by Mamdani-type Fuzzy Inference
System editor. The graphical interface of this editor (see Fig. 1) shows that the consolidated as-
sessment of the expert community regarding the influence of CF on the level of secrecy of infor-
mation to be included in document D is the number 0.295. According to the gradation obtained in
[6] on a scale of [0, 100], this means that document D can be marked with the stamp “For official
use”.

Figure 1 — View interface of the fuzzy inference system

6. Conclusion

In [4, 5], to fuzzify fuzzy sets reflecting the confidentiality features of information, there have
been used discrete universes in the form of sets of documents to be marked for their confidentiali-
ty. In this article, a universe in the form of a set of 15 experts was applied to fuzzify confidentiali-
ty features. This is the fundamental difference between this approach and the ones previously
proposed by us. As can be seen from the article, the starting points are the expert assessments
presented in Table 1, which quantitatively reflect the presence of confidentiality features in the
document under consideration. According to these expert estimates, this document is assigned a
certain confidentiality status (stamp). Obviously, in other situations regarding the presence of
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confidentiality features, the final status of the document will change accordingly. This is the main
essence of the proposed in the article method of marking documents.
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