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Anomauia. Y cmammi po32isaiymo OCHOBHI 8UMO2U 00 HHOPMAYIUHUX CUCeM eeKMPOHHOI mopeiéii,
wo niompumyomse eedents Oisnecy. Oxapakmepuzo8aHo 0coOIUBOCH MOOYIbHO20 NPOEKMYBAHHS iHpO-
PMAyiiHux cucmem eieKmpoHHOi Mop2iéni, GU3HAYEHO nepesasu ma HedONiKU He3aNedCHO 6i0 po3podie-
HUux iHgopmayitino-obuucosanvrux pecypcie. OOTpyHmMo8ano OOYiNbHICMb GUKOPUCIAHHA PO3ZNOOLNEHUX
iHopmayitinux cucmem 0na 3a0a4 enekmpouHoi mopeieni. Konyenyisa posnodinenux ingpopmayitinux cu-
cmem nepedbavac BUKOPUCMAHHSA PIHUX MEXHON02I ma NPomoxosié 01l 3abe3nedenus 00CmynHoCHi,
Haodinocmi 1 macuimabosarnocmi cucmemu. Apximexkmypa po3nodinenoi ingopmayiinoi cucmemu ne-
peobayae cmeopeHHs cucmemu 3 po3nooeHUMU KOMHIOHEHMAMU, 5Ki 63aeMO0itoms 3a 00NOMO20K0 CMa-
HOapmMHUX iHmep@elcie ma UKOPUCMOBYIOMb PI3HI MEXHO02IT 015t KOMYHIKayii. Busnaueno nepcnexmu-
68U 3ACMOCYBANHS PO3NOOLICHUX THHOPMAYIUHUX CUCTeM, HPOAHATI308AH0 NePesasu 3ACTNOCYS8AHHSA PO3-
nodineroi apximekmypu. Y cmammi npoananizogaro emanu nob6y0oeu apximexkmypu po3nooiieHoi ingo-
PMAyitiHoi cucmemu, 8U3HAYEHO ii OCHOBHI CKIado08i. Apximekmypa po3noodileHux cucmem Modice CKId-
0amucs 3 maKux CKIaoo8ux, sik cepgepu 6as 0aunux, eed-cepgepu, 000amxu, 3acobu 3abe3neyenus besne-
KU, Mepedicege 0DNIAOHANHS I MOJICE 8aPItO8AMUCS 3ANIeHCHO 810 KOHKpemHol cucmemu ma ii nompeb. Bu-
3HAYeHO MUnu apximexmyp pO3noOileHux iHopmayitinux cucmem, cneyughiky ma ocobiugocmi ix 3a-
cmocysanns. Y cmammi posensHymo mikpocepsichy opienmosany apximexkmypy (Microservices-Oriented
Architecture, MOSA), ocnoena ides sikoi noiseae 8 momy, wo npozcpamue 3a0e3neuerts po3oueacmocs Ha
HeBenuKi aBmMoHOMHI MIKpocepsicu, wo 83aemooiloms Misxc coboro 3a donomocoro APIL. 3acmocyeanns
MOSA ons ingopmayitinux cucmem eneKmponHHOi Mopeieni 0036015€ NIOGUWUMU WBUOKICIb PO3POOKU
ma enposad’CceHHs: 000AMKO8UX PyHKYIU, 3a0e3neuye Macumabo8aHicms ma CMitiKicms 00 6i0MO8.
Knrouosi cnoea: cucmemu enexmpouHoi mopeieni, po3noodineni iHhopmayitini cucmemu, apximexmypa
iHopmayitinux cucmenm.

Abstract. The article discusses the basic requirements for electronic commerce information systems that
support business. The features of the modular design of electronic trade information systems are
characterized and the advantages and disadvantages of independently developed information-but-
computational resources are determined. The expediency of using distributed information systems for
electronic trade tasks is justified. The concept of distributed information systems involves the use of
various technologies and protocols to ensure the availability, reliability, and scalability of the system. The
architecture of a distributed information system involves the creation of a system with distributed
components that interact using standard interfaces and use various technologies for communications. The
prospects for the use of distributed information systems are determined and the advantages of using a
distributed architecture are analyzed. The article studies the stages of building the architecture of a
distributed information system and defines its main components. The architecture of distributed systems
can consist of such components as database servers, web servers, applications, security tools, and network
equipment, and may vary depending on the specific system and its needs. The types of architectures of
distributed information systems and the specifics and features of their application are determined. The
article discusses microservices-oriented architecture (Microservices-Oriented Architecture, MOSA), the
basic idea of which is that software is divided into small, autonomous microservices that interact with
each other using APIs. The use of MOSA for electronic trade information systems allows for increasing
the speed of development and implementation of additional functions and ensures scalability and
resistance to failures.

Keywords: e-commerce systems, distributed information systems, architecture of information systems.

© Samoylenko H.T., Selivanova A.V., 2023 69
ISSN 1028-9763. MaremaTuusi Mamuay i cuctemu. 2023. Ne 2


https://orcid.org/0000-0002-9374-2833
https://orcid.org/0000-0001-6559-1508

DOI: 10.34121/1028-9763-2023-2-69-74
1. Introduction

In a fairly short period of time, e-commerce has become a phenomenon that began to claim one
of the leading roles in business and economic activity in general. The use of distributed
information systems for solving e-commerce tasks makes it possible to reduce the load on servers
and ensure the work of geographically remote units. Currently, Microservices-Oriented Software
Architecture (MOSA) is gaining particular popularity; it is an architectural approach used for
software development when the application is divided into many small independent modules.

The aim of the article is to analyze the specifics of microservice architecture for
e-commerce information systems and to study the problems arising in the course of using this
approach.

2. Results of the research

The creation of effective information systems for e-commerce should be based on a system
approach, modern models and methods of information systems (IS) design [1]. The main
requirements for trade information systems that ensure business conduct are the following:

1. Efficiency and functionality. Information systems of electronic trade must provide
buyers with the necessary information about goods and services, support electronic means of
payment, use the means of Internet advertising, etc.

2. Operation in real-time mode.

3. Scalability. The main tasks of a trading company are to increase turnover and profits,
develop competitiveness, expand the client base, increase efficiency and reduce costs, and expand
its business.

4. High performance is one of the main requirements for IS since the flow of customers in
electronic commerce is much higher than in most offline stores.

5. Flexible structure and adaptability. Regardless of the chosen option, the stages of IS
implementation, its adaptation and integration with business processes, employees, and resources
of a specific e-commerce enterprise are mandatory.

6. Reliability. Information systems must ensure the reliable operation of e-commerce
enterprises.

7. Information security is one of the key issues of e-business organizations, to which
considerable attention is paid in almost all spheres connected with e-commerce. Large online
stores often encounter various types of violations aimed at stopping their normal functioning or
stealing confidential customer data.

For the practical implementation of these requirements, it is important to consider the
design problems of electronic trade information systems. Very often, when developing a new
information system, there are already implemented functional modules that have already been
implemented and have shown their effectiveness in practice. A problem in modular design can be
the incompatibility of individual components. In this case, a set of mechanisms is used that will
make such independently developed information and computing resources compatible. This
distribution of data allows, for example, to store in a network node the data that are most often
used in this node. This approach makes it easier and faster to work with this data, leaving the
opportunity to work with other data in a common database. If the information system supports
consistent storage of information in several files, it can be said that it supports a database. If the
supporting data management system allows working with several files, such a system should also
have some own data (metadata) and even knowledge that determines the integrity of the data. A
system in which more than one database server functions is usually considered distributed. It is
used to reduce the load on the server and ensure the operation of geographically remote units. To
ensure the reliability and scalability of the system, the concept of a distributed information
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system involves the use of various technologies and protocols to ensure the availability and
protection of the system. Ensuring security and data protection in distributed systems is also an
important component. For this, various mechanisms such as encryption, user authentication and
authorization, data access control, etc. are used. So, the concept of building a distributed
information system architecture involves creating a system with distributed components that
interact using standard interfaces and use various technologies to ensure system availability,
reliability, scalability, and security.

Distributed information systems (DIS) have great potential for future development. Be-
low, there are some perspectives of DIS development:

« expanding the scale of DIS — the development of cloud computing and virtualization
technologies allows you to increase the scale of DIS and provide more efficient work with a large
amount of data;

« increasing the reliability of DIS — the development of new methods of protection against
intrusions and emergencies in DIS allows for a higher level of system reliability and security;

« the development of the Internet of Things — distributed information systems can be used
to collect and process data from various Internet of Things devices, which gives a lot of
opportunities for process automation and optimization of various production processes;

 the development of innovative methods of data processing — the development of
technologies of artificial intelligence, machine learning, and data analysis allows you to create
new methods of data processing and analysis in DIS, which allows for more accurate prediction
and management of processes in DIS;

« the development of blockchain technologies — the use of blockchain technologies in DIS
can ensure a higher level of security and reliability of interaction between various elements of the
system.

There are several advantages of DIS. They are the following:

« scalability — distributed information systems can be easily scaled depending on the
changing needs of users, so they can be used to serve a large number of users;

« reliability — in case of failure of one server, other servers can accept the load and contin-
ue working without interruption in providing services;

« distribution — data can be distributed between several servers, which allows for the effi-
cient use of resources and reduction of data access time;

* security — distributed information systems can be provided with additional security
measures to ensure protection against unauthorized access and hacking;

« flexibility — distributed information systems can be easily changed or updated without
interruption in the provision of services, which allows companies to quickly respond to changes
in market conditions and user needs;

« distributed information systems allow for more efficient use of resources, increase
productivity and provide greater reliability and security in comparison with centralized infor-
mation systems.

3. Materials and methods

The architecture of a distributed information system is a set of principles, standards, and
approaches to the design, development, and operation of systems that allow them to work as a
single integrated complex, consisting of several components located on different physical
machines, networks, or different locations [2, 3]. The main characteristics of the architecture of
distributed IS are distributed independence, transparency, redundancy, scalability, and security.
The construction of the architecture of the distributed information system consists of the
following stages:

1. Definition of system requirements. At this stage, it is necessary to define and describe
what business processes the system should support, what functions should be implemented, what

ISSN 1028-9763. Maremaruuni Mamuay i cuctemu. 2023. No 2 71



data should be stored, and what characteristics regarding reliability, scalability, and other
parameters should be taken into account.

2. Architecture design. At this stage, the general concept of the system is created and the
main components that it should include are determined. The selection of technologies and
platforms on which the system will be built is carried out as well.

3. Prototyping. At this stage, a prototype of the system is created with minimal
functionality to check whether it meets the customer's requirements and to make sure that the
selected technologies and platforms are suitable for the system development.

4. Development. At this stage, the complete development of the system is performed,
including all unnecessary functions and components.

5. Testing and validation. At this stage, the system is tested at various stages of
development to ensure that it works correctly and meets the customer's requirements.

6. Release and support. At this stage, the system is put into operation and further support
is provided, including fixing bugs and adding new features that arise over time.

Distributed IS can include various components such as database servers, web servers,
applications, security tools, network equipment, etc. These components can be located on
different physical machines connected to the network and managed by a centralized or
decentralized management system [4].

The architecture of distributed IS consists of several components that may vary depending
on the specific system and its needs. However, the main components of DIS can be the following:

— client-server architecture: this architecture is based on the interaction between the client
and the server. The client component (the client) interacts with the server to obtain the resources
and services provided by the server component. The server component usually resides on a
centralized server that provides services to many clients;

— peer-to-peer (P2P) architecture: in this architecture, components of a distributed
information system have equal rights and can interact with each other without using a centralized
server. Components can share resources and process tasks together;

— service-oriented architecture (SOA): this is an architecture in which system components
are services provided to other components over a network. GIS components can be built with
different technologies and programming languages, but they can interact with each other through
standardized services. SOA is an approach to the design and development of software in which
system functionality is organized as a set of services that can be used to interact with other
systems or components. In SOA, each service provides clearly defined interaction capabilities
that are described using interface standards such as WSDL (Web Services Description Language)
or REST (Representational State Transfer). Clients can use these services by calling the
corresponding interfaces, which allows them to obtain the necessary data and perform operations.
The advantages of SOA include the increased reuse of software components, reducing the
complexity of the software by dividing it into smaller components, and increasing system
flexibility;

— microservice architecture: this is an architecture in which system components are in the
form of individual microservices that can be deployed and scaled individually. Each microservice
performs its task and interacts with other microservices over a network. Microservices-Oriented
Architecture (Microservices-Oriented Architecture, MOSA — Microservices-Oriented Software
Architecture) is an approach to software development based on the creation of several small,
independent and interchangeable components that provide separate functions. As a rule, these
components are lightweight, modular, and distributed horizontally, i.e. the same functionality can
be implemented by several different services. MOSA technologies are also called “mosquito
technologies”; the main idea of MOSA is that software is broken down into small, autonomous
microservices that can interact with each other using APIs. Each microservice can be designed,
tested, and executed independently of other microservices, allowing developers to design, test,
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and release new features more efficiently. With MOSA, developers can reduce the size and
complexity of software, increase the speed of development and release of new features, and
provide greater scalability and fault tolerance [4];

— mixed architecture: it is a combination of different component architectures (usually
client-server and SOA (Service-Oriented Architecture)) used to achieve certain business goals. In
the combined architecture, each component of the system performs its function, and the
interaction between the components is carried out through a network. For example, distributed
ICs for e-commerce may use elements of a client-server architecture to provide interaction
between a client and a server for order processing and payment. At the same time, SOA elements
can be used in the system to provide access to the catalog of goods and various services, for
example, the delivery of goods or payment through third-party payment systems. The combined
architecture can provide greater flexibility and scalability of the system, as well as ensure optimal
use of resources and adapt to changes in business requirements and technological trends.
However, it is worth considering that the combination of different architectures can lead to the
complexity of the system and the emergence of problems in ensuring its security and stability.

4. Designing

Currently, Microservices-Oriented Software Architecture (MOSA) is gaining particular
popularity — this is an architectural approach used to develop software, where the application is
divided into many small independent modules that can interact with each other through APIs.
Each module is a separate microservice that has its own data and business logic. The main idea
behind MOSA is to break an application into smaller, simpler, and lighter parts that can be
deployed and scaled individually. Each microservice can be written in different programming
languages and deployed on different servers. This allows you to reduce dependencies between
various system components and make development and maintenance simpler and more efficient.
The main advantages of MOSA are increasing the scalability and resilience of the system,
reducing the time of deployment and development, and ensuring a more flexible and quick
response to changes in business requirements. However, MOSA can also be more complex to
develop and test, as it needs to ensure proper interaction between different microservices and
address duplication of functionality. MOSA is a set of small, self-contained services that have a
single responsibility and are deployed individually. Each service is a separate program that must
include functionality for a certain isolated business purpose. Communication between services
usually takes place using a REST API [5]. MOSA has a number of significant advantages. They
are the following:

1) free choice of programming language and data storage — this approach allows you to
use different programming languages depending on different business needs;

2) reliability — in case of failure of one service, others will continue to work, and the point
of failure is much easier to find and eliminate;

3) microservices use the capacities they need, which optimizes the use of available
resources and saves customers;

4) the process of introducing microservices is much faster because they have a small code
base and are compiled faster, all links pass faster, including testing, which, in its turn, allows you
to make changes faster and safer.

Let’s consider the design of IS architecture for the operation of a conventional online
store. The direct functioning of the online store can be described step by step as follows:

* the buyer goes to the website of the online store, searches for the product, and sends it to
the shopping cart;

» when placing an order, the client indicates their contact details and payment method;

* the manager contacts the client to confirm the order and specify contact data and the
place where the goods should be delivered;
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* the manager of the online store or another employee packs the product and sends it
through a courier service (if the customer does not prefer self-delivery);

» the client receives the order and makes the payment;

« further interaction with the buyer (cross-sell, up-sell, advertising, and email marketing).

According to the described operation of a conditional online store, it is possible to divide
the future application into the following microservices: goods service (goods-service), category
service (category-service), statistics service (statistics-service), APl gateway service (gate-way-
service), and registration service (registration-service) (Fig. 1). The client part can be developed
separately.

[rc—gmra"or. -zervice ] category-service ]

gateway-service goods-service ]

statistics-service }

Figure 1 — Proposed application architecture

5. Conclusions

The article examines the advantages and disadvantages of using distributed information systems
and analyzes the stages of building a distributed information system architecture. Various
architectures of distributed information systems and their components, which may vary
depending on the specific system and its needs, are characterized. To reduce dependencies
between various system components and make the development of distributed e-commerce
systems simpler and more efficient, it is proposed to use Microservices-Oriented Software
Architecture, whose concept is to divide the application into many small independent modules,
each of which is a separate microservice. This approach makes it possible to speed up the
implementation and simplify the further support of the distributed information system.
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