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Anomauin. 3abesneuenns HeobXxionol inopmayii Ons disibHOCMI OYO0bL-AK020 MEOUYHO020 3AKAA0Y €
CKAAOHUM Ma MpPYOOMICIKUM NPOYECOM, HAYIIEHUM HA BUPIWEHHSA NPOpeCcilinuX, opeaHi3ayitinux ma co-
yianvHux 3a80ans. Epexmusne inghopmayitine 3abe3neuents 6 2anysi 0Xopouu 300p08'ss Mae @enuxe 3Ha-
YeHHsl 015 AKOCMI HAOAHHSL MEOUYHUX NOCIYe HA BCIX emanax ma pieHsax, NOYUHAIOUY 810 NEePEUHHOL Medu-
KO-cauimapnoi 0onomocu 00 OHAAUH KOHCYTbmMayii. Y cmammi po3ensioaiomscsi KIOY08i ACnekmu npoc-
KMYGAHHs1, BKIIOUAIOUY GUOID HEOOXIOHUX MeXHON02il, pO3poOKY apXimexkmypu cucmemu ma ii inmeepa-
yito 3 icHylouuMu MeduyHuMuy npoyecamu. Poszensdaemvcs npoyec ananizy nompeb meouyno2o nionpuem-
cmea wjodo obminy ma 06pobxu iHgopmayii. Busnauaromscsi Kool 6umMocu ma QYHKYIOHAIbHI MOIC-
aueocmi meouunoi ingopmayitinoi cucmemu. OOIPYHMOBAHO BANCIUBICb ehEKMUBHO20 THPOPMAYIHO20
3abe3nedentss 8 MeOUYHUX 3aK1A0ax Oas NOAINUEHHS SKOCMI HAOAHHA MeOUYHUX Nocaye. AKyeHmyemocs
V8a2a HA 8ANCIUBOCHI 3AXUCIY KOHYIOeHYiiHoT Meduunol ihgopmayii. Pozensoaromucs 3axoou besnexu,
Maxi K Wu@dpysantsi OaHux, KOHMpOIb OOCMYNy ma CUcmemu pe3epeHozo Koniosanns. Takoc posens-
0armvcsi NPAKMUYHI ACREKMU GNPOBAOICEHHST MeOUYHOI THpopmayiunol cucmemu, GKIIOUAIOYU AHANI3
8UMO2, 3AXUCM OQHUX A HAGYAHHS nepconary. Posersoarombcs sadciusicms po3pooKu i 6nposadiceHHs
cucmem KOHMPOI0 OOCMYNRY, wo 00360J510Mb 00MeHCy8amu npasa 00Cmyny 00 MeOUdHUX OaHUX MmilbKu
6106HOB8ANICEH020 nepconany. Ha niocmasi ananizy npeomemnoi obnacmi ma nOYAmMKOGUX 8UMO2E 3AMO6-
HUKa cghopmynvosani Qynkyionaivhi u He@)ynKyionanvti eumocu 0o cmeopiosanoi IC, 30ilicneno mooe-
JIT0BAHHS NOGEJIHKU cucCmeMu wasaxom nodyoosu diazpamu UML ma nobyoosy diazpamu K1acise iz 0oKy-
menmayiero ix cneyugpixayiu. Ocobausa yeaea npudireHa po3podbyi 000amxoeoi QyuKYii mapKyeanHs
KPUMU4HO20 CUHOPOMY Nayicuma.

Knrouoei crosa: ingpopmayivina ingppacmpyxkmypa, ingpopmayitina cucmema, npoeKmy8anus ingopmayii-
Hol iH(hpacmpykmypu, Oeznexa.

Abstract. The provision of necessary information for the operations of any medical institution is a complex
and labor-intensive process aimed at addressing professional, organizational, and social challenges. Ef-
fective information support in the healthcare sector is crucial for the quality of medical services at all
stages and levels, ranging from primary healthcare to online consultations. This article explores the key
aspects of designing an information infrastructure, including the selection of necessary technologies, sys-
tem architecture development, and integration with existing medical processes. The paper delves into the
process of analyzing the information exchange and processing needs of a medical enterprise. Key re-
quirements and functional capabilities of a medical information system are identified. The importance of
efficient information support in medical facilities to enhance the quality of healthcare services is justified,
with particular emphasis on the protection of confidential medical information. Security measures such as
data encryption, access control, and backup systems are considered. Additionally, practical aspects of
implementing a medical information system, including requirement analysis, data protection, and staff
training, are examined. The significance of developing and implementing access control systems to re-
strict access to medical data only to authorized personnel is highlighted. Based on the analysis of the do-
main and initial customer requirements, functional and non-functional requirements for the proposed in-
formation system are formulated, and system behavior is modeled through the construction of UML dia-
grams and class diagrams with accompanying specifications. Special attention is given to the development
of an additional feature for labeling critical patient syndromes.

Keywords: information infrastructure, information system, designing information infrastructure, security.

© Samoylenko H.T., Yurchenko Yu.Yu., 2023 59
ISSN 1028-9763. MaremaTuuHi MamuaH 1 cucremu. 2023. Ne 3


https://orcid.org/0000-0002-9374-2833
https://orcid.org/0000-0002-8047-7647

DOI: 10.34121/1028-9763-2023-3-59-64
1. Introduction

Designing an information infrastructure of an enterprise is highly relevant in the business envi-
ronment. In the modern world, data volumes are rapidly increasing, and businesses need to effec-
tively manage, store, and process this data. An efficient information infrastructure allows enter-
prises to achieve the necessary scalability, performance, and security for working with large data
volumes. The adoption of microservices architecture and distributed computing is becoming in-
creasingly common. This requires the creation of an infrastructure that enables effective commu-
nication, load balancing, monitoring, and management of these distributed systems. Since data
security is of utmost importance, the enterprise's information infrastructure should incorporate
effective security measures, including network protection, encryption, authentication, and access
control, to prevent unauthorized access and damage [1]. An efficient information infrastructure
should be capable of scaling to provide the required resources and performance according to the
growing needs of the enterprise. Designing an effective information infrastructure allows enter-
prises to optimize costs related to equipment, software, and system management. This can be
achieved through the use of cloud services, virtualization, automation, and other efficient ap-
proaches. All these factors confirm the relevance of designing the information infrastructure of an
enterprise, which helps businesses maintain competitiveness, work effectively with data, ensure
security and scalability, and optimize IT expenses.

The aim of the article is to investigate the peculiarities of designing information infra-
structure for a medical enterprise.

2. Results of the research

The information infrastructure of medical institutions encompasses a comprehensive system of
technologies, software, and networking resources used for storage, retrieval, processing, and
transmission of medical information [2, 3]. The key aspects to know about the information infra-
structure of medical institutions include:

* Needs analysis: a thorough analysis of the enterprise’s needs, including data volume, da-
ta types, security level, accessibility, performance requirements, scalability, and other factors.
This will help to understand the necessary components and technologies for building the infra-
structure.

« System architecture: the development of the infrastructure architecture, including net-
work topology, servers, data storage, security tools, monitoring, and backup. It’s important to
consider scalability, availability, and system reliability.

* Cloud services: the utilization of cloud services such as Amazon Web Services, Mi-
crosoft Azure, or Google Cloud Platform. They can provide the flexibility, scalability, and avail-
ability needed for expanding your infrastructure.

« Security: it encompasses network protection, data access, backup, encryption, and au-
thentication. It’s also crucial to devise a security strategy and utilize reliable technologies to safe-
guard enterprise information.

« Monitoring and management: designing monitoring, logging, and management mecha-
nisms to track system performance, detect issues, and ensure effective administration.

« Scaling strategy: developing infrastructure scaling mechanisms to address growing en-
terprise needs, utilizing horizontal and vertical scaling to ensure productivity and availability.

« Automation: using automated tools and processes for deployment, configuration, and
management of the infrastructure. This will help to reduce time and risks during the implementa-
tion and maintenance of the system.

It is advisable to further examine each component of information infrastructures of medi-
cal institutions:
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« Electronic medical documentation (EMD). EMD includes systems for collecting, stor-
ing, and processing electronic patient information. This can include patient records, medical his-
tory, laboratory test results, images, prescriptions, and other medical information. EMD systems
provide access to this data for physicians and medical staff, enabling efficient diagnosis, treat-
ment, and patient monitoring.

» Laboratory information system. It is used for processing and managing laboratory data.
It involves collecting laboratory test results, data storage, report generation, and sharing access to
this information between the laboratory and physicians. The laboratory information system helps
to automate laboratory processes and provides quick access to results.

« Picture archiving and communication system (PACS). PACS is a system for storing,
processing, and transmitting medical images obtained from radiological examinations such as X-
rays, tomographic images, ultrasound scans, etc. It allows physicians to view, analyze, and ex-
change images in electronic format. PACS greatly facilitates access to radiological images and
contributes to fast diagnosis and treatment.

« Patient management system. This system assists in patient registration and managing as-
sociated processes. It includes functions for patient registration, appointment scheduling, medica-
tion management, reminders, and other aspects related to patient flow management. The patient
management system helps to ensure organized and efficient patient reception and treatment.

» Network infrastructure. The network infrastructure includes all network components
such as routers, switches, servers, wireless access points, etc. It enables communication and data
exchange between different systems and devices within the medical institution. The network in-
frastructure needs to be reliable and scalable and ensure data transmission security.

« Security measures. Data security is a critical aspect of the medical institution's infor-
mation infrastructure. This includes data encryption, access controls for systems and confidential
information, authentication and authorization mechanisms, intrusion monitoring and detection,
and other security measures. The goal of these measures is to protect important medical infor-
mation from unauthorized access, damage, or loss.

Each of these components has its own peculiarities and implementation requirements
[3, 4]. The information infrastructure of medical institutions is a complex system that integrates
various components to facilitate efficient operations and data exchange in the medical environ-
ment.

3. Materials and methods

The information infrastructure of medical enterprises includes a complex of technologies, sys-
tems, and processes used for the collection, processing, storage, and transmission of information
in the medical environment. These infrastructures aim to improve the efficiency, security, and
quality of healthcare services. Ensuring the confidentiality of medical information is an extremely
important aspect of the information infrastructure of medical enterprises. They must adhere to
appropriate standards and regulations to protect patients’ personal data. The confidentiality of
medical information refers to the protection of personal and private medical information of pa-
tients. This means that any information obtained or created during a medical examination, treat-
ment, or patient care must be processed and stored with the utmost confidentiality.

The key principles of confidentiality and protection of medical information include:

1. Patient consent. Patients should provide their consent for the collection, processing, and
transmission of their medical information. This consent can be expressed in writing, orally, or
through electronic means of communication.

2. Access restriction. Medical information should only be accessible to authorized indi-
viduals directly involved in patient healthcare. These may include doctors, nurses, medical ad-
ministrators, etc. Access to medical information should be limited and controlled through pass-
word establishment, access levels, and other security measures.
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3. Protection against unauthorized access. Medical information should be protected
against unauthorized access such as hacking attacks or data theft. VVarious security measures such
as data encryption, firewalls, antivirus programs, and other protection technologies are used for
this purpose.

4. Protection against data loss. Medical information should be stored in a secure location
and protected against accidental or intentional loss. This may involve data backup, the use of data
recovery systems, and other data preservation strategies.

5. Compliance with rules and regulations. Medical enterprises must comply with relevant
rules, regulations, and normative requirements regarding the confidentiality of medical infor-
mation.

Protection against unauthorized access to medical information is a critical aspect of data
confidentiality and security. Some tools and strategies used to protect against unauthorized access
include:

« User authentication. This process verifies the user's identity before granting access to
medical information. Authentication may involve the use of unique identifiers (logins) and pass-
words, biometric methods (fingerprint, facial recognition), or the use of electronic keys.

« Authorization and role management. After successful authentication, the system estab-
lishes the user's level of access based on their role or privileges. Administrators of the medical
information system determine which data and functionalities each user can access based on their
role (doctor, nurse, administrator, etc.). This allows limiting access to confidential information to
only necessary individuals.

« Data encryption. It is used to protect medical information from unauthorized access dur-
ing transmission or storage. Encryption transforms data into an unreadable form using crypto-
graphic algorithms. Only a person or system with the appropriate decryption key can access the
understandable information.

« Physical protection. It involves restricting physical access to server rooms or premises
where computers with medical information are located. This may include the use of controlled
access, video surveillance cameras, alarm systems, and other physical security measures.

« Monitoring and auditing. Medical enterprises can use monitoring and auditing systems
that track users' actions within the system. This helps to detect suspicious or unauthorized activi-
ties and monitor changes in access to and use of medical information.

« Training. Increasing user awareness of security rules and the confidentiality of medical
information is an important aspect of protection. Users should be trained to use passwords cor-
rectly, not disclose their data to unauthorized individuals, and avoid suspicious links or virus at-
tachments.

4. Designing

When designing an information infrastructure of a medical enterprise, a crucial stage is the de-
velopment and implementation of a medical information system (MIS). It is a set of information-
al, organizational, programmatic, and technical tools intended for the automation of medical pro-
cesses and/or organization. There are various classification options for MIS. One of the most
characteristic classifications is as follows:

— technological information medical systems (TIMS);

— medical service information banks (MIMS);

— statistical IMS;

—research IMS;

— educational IMS.

This classification was based on four formative factors: the object of description, the ad-
dressed social problem, the user, and the level of information aggregation in source documents.
Technological information medical systems provide informational support for doctor-patient rela-
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tions [3, 5]. Medical information systems are classified based on a hierarchical principle that cor-
responds to the healthcare structure as a field, including:

— basic ones (clinical);

— facilities (clinics, hospitals, dispensaries, etc.);

— territorial ones (specialized medical services and regional authorities);

— national ones (national institutions and authorities).

The advantages of using medical information systems in hospitals depend on the type of
MIS and its successful implementation in a particular institution. When a suitable medical infor-
mation system is chosen, its implementation can lead to positive changes in the organization of
the institution's work, such as simplifying access to necessary information, eliminating the need
for redundant data entry, using document templates, facilitating resource searches, and providing
access to reference information. At the same time, during the implementation of an information
system in a healthcare institution, the staff needs to make efforts, including entering information
into the system using available templates and forms, consistently maintaining electronic medical
documentation, and following the workflow with a particular information system. The advantages
that the healthcare institution's management will gain from using the medical information system
depend on the tasks they set when selecting and implementing a specific system. Typically, these
advantages can be summarized as follows:

— transparency of patient service systems;

— transparency of financial activities and material resources;

— extensive reporting capabilities, including real-time reporting.

Patients of healthcare institutions also benefit from using the medical information system.
These benefits depend on the capabilities of the system itself and the functions that the institution
allows patients to access. As a result of investigating all aspects of the developed information sys-
tem, the following use case diagram has been created, which describes the functionality of the
software module (Fig. 1).
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Figure 1 — Use case diagram for the Patient Management Software Module
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5. Conclusions

The article examines the peculiarities of designing the information infrastructure of a medical en-
terprise and implementing a medical information system. One of the key aspects of the research
involved the examination of technological information medical systems that provide information-
al support for the interaction between doctors and patients. The use of medical information sys-
tems in hospitals and healthcare facilities has the potential to improve the quality of healthcare
services. The appropriate selection of a medical information system and its successful implemen-
tation will contribute to optimizing work processes, ensuring financial transparency, facilitating
resource discovery, and providing access to necessary information. Involving staff in data entry
using the system and adhering to work algorithms will promote the effective utilization of the
system.
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