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Anomauia. Cmamms npucésyena amanizy npoodiem 3axucmy OaHux, 30Kpemd, NepcoHarbHUX OAHUX,
MeOUUHUX YcmaHnosax pizHux ¢opm enacrocmi. OOIpYHMOBAHO HeOOXIOHICMb 8NPOBAONCEHH KOMIIEKC-
HUX cucmem 3axucmy Ooanux. Modennto, wo pozenaHymo aK 0asy 0Nl pO36UMKY KOMNIEKCHOI cucmemu
saxucmy oauux y nionpuemcmsi, € mooenv bena-Jlalladyna. Mooenw bena-Jlalladyna npeocmaense cuc-
memy KepyeauwHs 00Cmynom 00 iHgopmayii, wo IpyHmyemocs Ha iEPApXiuHiil cmpykmypi 00Cmyny 0o
danux. Bukopucmanms sxcopcmkozo iepapxiunozo nioxody npu no6yoosi ingopmayiiinoi ingppacmpyxkmy-
PU RIONPUEMCEA HA Yitl MOOE, 3 YPAXYSAHHAM PI3HUX PI6HIE KOH@IOeHyiliHocmi ingopmayii, modice He
8PAX0BYBANU MOICTUBICIb MPYUAHHS 3 OOKY IHCAUOepié HA SUWUX PIeHAX. Y cmammi npoananizo8ano
OCHOBHI NONOJHCEHHS Yiei Mooeni, GKII0UAOYU NPUCBOEHHS CNEYialbHUX Di6HI8 be3neKu 8CiM YYACHUKAM
npoyecy 00pobKu 0anHux ma OOKYMeHmam, wo Micmamo 3axuujeri oani. ¥ cmammi 0emanvHo posennda-
FOMbCsl OCHOBHI ACNEeKMU MOOE, BKIIOYAI0YY NPUSHAYEHHS CNeYyiabHUX PieHie Oe3neKku 0Jisl 6CiX YUACHU-
Kig npoyecy 06podKu 0anux ma 0isi OOKYMeHmis i3 3axuwyeHoro ingopmayicio. [na 3abe3neuenusn besnexu
ma pezynoeanHs 00CMyny, Ha OCHO8I a0anmo8aroi Mooeni, O KOJHCHO20 KOPUCMY8a4a 3anponoHO8aHO
iHOUGIOyanbHi pieHi docmyny, wo 6ionogioamumyms 0008 'sa3Kam ma pienio kKoH@idenyitunocmi. Ilicis
BNPOBAOIICEHHS KOMNIEKCHOI CUCmeMu 3aXucmy KOH@IOeHYIUHUX O0auux ma HAOAHHS 8CIM VUACHUKAM
npoyecy 06poOKU 3aXutjeHux OaHux ma OOKYMeHmi8 CneyliaibHux pieHie De3neku GUHUKIA MONCIUBICMb
YIMK020 PO3MEINCYBAHHA NPAB GAACHOCMI Ha iHpopmayiio pisznoi yinnocmi. e cnpusie nodanvuiomy pos-
WUPEHHIO KON CNIBPOOIMHUKIE, SIKI Maiomb 0ocmyn 00 yiel ingpopmayii, ckopouenHio wacy 0ocmyny 00
Hei ma popmyeannio iHghopmayitiHO-aHATIMUYHUX 36iMi6 WOOO pOOOMU CUCEMU KOHMPOI OOCHYNY.
Bukopucmanus iepapxiunoi mooeni oocmyny Bena-Jlalladyna 0o36onse docaemu egheKmugHo20 KOHMpO-
JII0 HAO 00Cmynom 00 iHpopmayitinoi cucmemu ma 3ade3neuumu 3a2aivbhy 0e3nexy nionpueMcmad.
Knrouoei cnosa: 3axucm oanux, mooeni b6e3nexu, pieHi 00cmyny.

Abstract. The article is dedicated to the analysis of data protection issues, particularly personal data, in
medical institutions of various ownership forms. The necessity of implementing comprehensive data secu-
rity systems is justified by the Bell-LaPadula model, which is considered a foundation for the development
of a complex data security system within the enterprise. The Bell-LaPadula model represents an access
control system based on a hierarchical data access structure. However, using a rigid hierarchical ap-
proach when building an information infrastructure of an enterprise based on this model, taking into ac-
count different levels of information confidentiality, might not account for the possibility of insider inter-
vention at higher levels. The article analyzes the key aspects of this model, including assigning special
security levels to all participants in data processing and to documents containing the protected data. To
ensure security and access regulation based on an adapted model, individual access levels that corre-
spond to each user’s responsibilities and confidentiality level are proposed for them. After implementing a
comprehensive system for protecting confidential data and assigning special security levels to all partici-
pants in the processing of protected data and documents, a clear differentiation of ownership rights to
information of different values emerged. This facilitates further expansion of the circle of employees with
access to this information, reduces access time, and forms informational and analytical reports on access
control system performance. The use of the hierarchical Bell-LaPadula access model allows for effective
control over access to the information system and ensures overall enterprise security.
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1. Introduction

Data protection issues, including personal data, are quite relevant in any enterprise. Medical insti-
tutions of various ownership types are no exception and require the implementation of compre-
hensive data protection systems. The use of models, such as simplified descriptions of important
components of the system, allows for simplifying the solution to the task of creating a security
system that is adequate to real threats. As the basis for the development of a comprehensive data
protection system in the enterprise, the Bell-LaPadula model was chosen, as its key provisions
include assigning special security levels to all participants in the data processing process and the
documents containing the protected data.

The aim of the article is to investigate the implementation of the Bell-LaPadula model for
data security in medical institutions, considering their specific characteristics and confidentiality
levels.

2. Results of the research

The Bell-LaPadula model represents an information access control system based on a hierarchical
organization of data access. However, the use of a rigid hierarchical approach when creating an
enterprise's information infrastructure based on it, taking into account different levels of infor-
mation confidentiality, may not account for insider intervention at higher levels. Therefore, in
real conditions, it is often necessary to introduce classification restrictions for information access
schemes. The Bell-LaPadula model belongs to the formal model of mandatory access control.
The classical model is based on the rules of secure document flow [1]. According to this model,
each object and subject (user) in the system are assigned their own access level. All access levels
in the system are clearly defined and ordered by increasing secrecy according to the following
rules:

« A user can only read objects with an access level no higher than their own.

« A user can modify only those objects whose access level is not lower than their own.

However, one of the peculiarities of this model is the exchange of information between
users of the same level, as they may perform different functions in the organization, and what is
allowed for user A may be prohibited for user B.

The relevance of adapting the hierarchical Bell-LaPadula access model arises with the aim
of applying it in information systems with an adapted level of information confidentiality and in-
creased resistance to external attacks. The process of implementing the model in a medical enter-
prise will involve adapting the existing model of information flow distribution in the existing in-
formation and communication system of the enterprise, while simultaneously maintaining the hi-
erarchical access model and directory service. The key provisions of the Bell-LaPadula model
include assigning special security levels to all participants in the data processing process and the
documents containing the protected data. The application of the hierarchical Bell-LaPadula ac-
cess model was directed towards the following steps:

« Taking into account the level of confidentiality: during the adaptation of the model to
the new information system, additional access levels were established according to the specifics
of the medical enterprise and different types of confidential information.

« Increasing resistance to attacks: the adapted model includes taking security measures to
prevent threats (increased user authentication, action auditing, and access monitoring).

* Preserving the hierarchical structure: the hierarchical model is quite effective for access
control, and this characteristic of the structure was maintained during implementation.

The process of adapting the Bell-LaPadula model was carried out considering all the pe-
culiarities and requirements of the medical enterprise to ensure an optimal level of protection for
confidential information and the prevention of potential internal threats [1, 2].
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3. Materials and methods

According to the law on personal data protection and the internal policy of the medical enterprise,
the following categories of data are considered restricted access information:

1. Accounting documentation.

2. Human resources department documentation.

3. Medical information system server.

4. Personal (confidential) patient information of the medical enterprise (personal data,
treatment and medical records, financial transactions).

5. Normative and legal acts of the medical enterprise.

6. Computer and software infrastructure of the medical enterprise.

7. Information about ongoing and implemented projects at the medical enterprise.

8. Expansion plans of the medical activities of the enterprise.

9. Investment plans, procurement, sales, and their technical and economic justification.

10. Information about clients, contractors, suppliers, and business partners of the medical
enterprise.

11. Information related to the content of contracts, agreements, and other organizational
obligations.

12. Information about security procedures, access control (access control system), alarm
systems, and the structure of internal communication within the medical enterprise.

Currently, there exist a considerable number of methods for formalizing the process of as-
sessing the value of information [3, 4]. However, subjective judgments still significantly influ-
ence this process. In modern research, information value is understood as a quantitative measure
that determines its usefulness for the information owner, and the functional relationship between
information value and its parameters is expressed as follows:

VoI =¥ (1)

where n is the number of information indicators affecting its value and @, is the coefficient

characterizing the quantitative influence of the i-th information indicator on its value [4].

The calculation of the information value is based on methodologies and approaches from
systems analysis, providing a framework for determining relevant coefficients within the range
[0...1].

For the assessment of the information value within the institution, a mathematical model
has been employed, allowing for the determination of a numerical value by calculating the
average sum of corresponding coefficients. Each of these coefficients is computed using a
ranking method. The significance of each information indicator is determined either from official
documents regulating the information security organization or through an expert group.
Contemporary approaches to information value determination often overlook indicators that
characterize the degree of importance and ownership rights concerning the information.

Indeed, the level of access restriction serves as a criterion by which the impact of
information access limitation and time on the final information value can be evaluated. This
indicator takes into account how the access restriction label affects information «aging» — the
process of losing credibility due to changes and the emergence of new data. In order to establish
effective rules for the access distribution of confidential information, its classification into
various categories according to its value level is necessary. To examine the influence of different
value categories of confidential information in medical institutions, the use of access restriction

levels to information (designated as r,) has been proposed, encompassing confidential

information, while considering the time of its further aging [4, 5]. Through the application of a
ranking method, the coefficient of the impact of the level of information access restriction on its
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value, denoted as f,, was obtained. Subsequently, the normalization of this coefficient was
carried out using the following formula:

B = r: , (2)
DI
i=1
where n is the number of levels of access to information and r, is the coefficient that reflects the

importance of the i -th level of access to information.
To determine the coefficient of the impact of the final aging time of information on its
value for a specific level of access to information, denoted as £, , the following expression was

used:

ﬁz = (3)

ti
Zi:1ti
where n is the number of levels of access to information and t, is the final aging time of infor-

mation for the i -th level of access.
The coefficient that reflects the impact of the «Access Restriction Level» indicator on in-
formation value, denoted as al, consists of two equivalent components — g, and f,, and its value

is calculated as the arithmetic mean of these two coefficients. The term «critical» refers to infor-
mation the loss or unauthorized access to which would cause significant damage to the institution
or result in a complete halt of its operations. The significance of information and its importance
level is suggested to be determined by a panel of experts from the institution, with the quantita-
tive value obtained through normalizing importance levels using the following expression:

a,=—, (4)

k .
ZJ:lImJ
where k is the number of levels of access to information and im; is the j -th level of information

importance.

The level of ownership rights concerning the information circulating within the institution
and subject to protection is determined by a panel of experts from the institution, while the quan-
titative value is obtained by normalizing the levels of ownership rights to the information using
the following expression:

% (5)

Zi:loi
where m is the number of levels of information access types and o, is the i-th level of infor-

mation access type [4, 5].

After the implementation of a comprehensive information security system with access
level segregation and directory service, changes occurred in the indicators of information im-
portance levels and ownership rights to information. The results of these updates are provided in
Table 1 and Table 2.

a; =
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Table 1 — Information importance levels (after access restrictions implementation)

Information by importance level im ] a,
Vitally essential 5 0.333
Very important 4 0.267
Important 3 0.200
Useful 2 0.133
Insignificant 1 0.067

Table 2 — Information ownership rights levels (after access restrictions

0]

Information by ownership rights type as
Collective (institution) 0.5
Collective (department within institution) 0.3
Personal 0.2

4. Designing

implementation)

After implementing a comprehensive data protection system and granting all participants in-
volved in data processing access to documents of various security levels, a clear differentiation of
ownership rights to information of different values has been achieved. The results of the infor-
mation value assessment and indicators reflecting changes in access restriction levels are present-

ed in Table 3 and Table 4.

Table 3 — Information value calculations (initial data)

Information Names a, a, a, | VOl
Accounting documentation 0.183 | 0.400 | 0.200 | 0.78
Human resources department documentation 0.289 | 0.300 | 0.200 | 0.79
Medical information system server 0.478 | 0.400 | 0.200 | 1.08
Personal (confidential) information about patients of the medi-
cal enterprise (personal data, treatment and medical records, | 0.183 | 0.400 | 0.500 | 1.08
financial transactions)
Regulatory acts of the medical enterprise 0.289 | 0.300 | 0.200 | 0.79
Computer and software resources of the medical enterprise 0.183 | 0.300 | 0,200 | 0.68
Informatlon abc_Jut projects developed and implemented at the 0.183 | 0300 | 0200 | 068
medical enterprise
Expansion plans of the medical enterprise 0.478 | 0.400 | 0.167 | 1.04
Investm_en_t plgr_ws, procurement, sales, and their technical and 0.478 | 0.400 | 0.167 | 1.04
economic justification
Information about (_:Ilents, contractors, suppliers, and business 0.289 | 0.200 | 0.200 | 069
partners of the medical enterprise
Information regarding the content of agreements, contracts, 0.289 | 0.200 | 0.200 | 069
agreements, and other organizational commitments
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Continuation of table 3

Information about security measures, access control (access
control system), alarm system, and internal communication | 0.183 | 0.300 | 0.200 | 0.68
structure at the medical enterprise

Table 4 — Information value calculations (after access restrictions implementation)

Information Name a, a, a, VOl
Accounting documentation 0.157 | 0.333 | 0.333 | 0.82
Human resources department documentation 0.113 | 0.267 | 0.333 | 0.71
Server infrastructure of the medical center (medical infor-

mation system server, file servers, terminal servers, backup 0.391 | 0.333 | 0.333 | 1.06

Servers, access management servers)

Personal (confidential) information about patients of the med-
ical enterprise (personal data, treatment and medical records, | 0.072 | 0.267 | 0.500 | 0.84
financial transactions)

Regulatory acts of the medical enterprise 0.113 | 0.200 | 0.333 | 0.65
Computer and software resources of the medical enterprise 0.072 | 0.267 | 0.333 | 0.67

Information about projects under development and implemen-
tation at the medical enterprise

Expansion plans of the medical enterprise 0.243 | 0.267 | 0.167 | 0.68

Investment plans, procurements, sales, and their technical and
economic justification

Information about clients, contractors, suppliers, and business
partners of the medical enterprise

Information about the content of agreements, contracts, ar-
rangements, and other organizational commitments
Information about security procedures, access control (access
control system), alarm system, and internal communication 0.072 | 0.267 | 0.333 | 0.67
structure within the medical enterprise

Informational and analytical reports on the operation of the
access control and video surveillance system of the medical 0.113 | 0.267 | 0.333 | 0.71
enterprise

Medical and statistical reports on the operation of the medical
enterprise

0.072 | 0.267 | 0.333 | 0.67

0.243 | 0.333 | 0.167 | 0.74

0.113 | 0.133 | 0.333 | 0.58

0.113 | 0.133 | 0.333 | 0.58

0.024 | 0.133 | 0.333 | 0.49

The comparative analysis of Table 3 and Table 4 reveals that following the implementa-
tion of a comprehensive data protection system and the assignment of special security levels to all
participants involved in the processing of protected data and documents, a clear distinction in
ownership rights to information of varying values has been achieved. Consequently, this allows
for an expansion of the group of employees utilizing the information, a reduction in access time,
and the generation of information-analytical reports regarding the performance of the access con-
trol system.

5. Conclusions

The value of information increases based on several factors: the level of access restriction to the
information, the information importance level, and the level of ownership rights to the infor-
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mation. Restricted access heightens interest and designates the information as important and val-
uable. Information that holds key significance for decision-making or goal achievement becomes
more valuable to an organization or an individual. To ensure security and access control based on
the adapted model, different access levels will exist for each user according to their responsibili-
ties and confidentiality. In general, the use of the hierarchical Bell-LaPadula access model allows
for effective access control to the information system and ensures enterprise security.
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