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Anomauia. Oyinka nadiiinocmi npo2pamno2o 3abe3nedents IHpOPMAYItIHUX cucmem € 0OHUM I3 HAllaK-
MYATbHIUUX NUMAHbL CYYACHOT 2any3i IHOPMAaYiiHUX MEeXHON02IN. 36axcaroyy Ha CKIAOHICMb Ma 8adiC-
AUBICMb 3a60aHb, AKI GUKOHYIOMbCS IHOOPMAYIUHUMU CUCTIEMAMU, OCOOIUBO CUCTEMAMU KPUMUYHO2O0
NPU3HAYenHs, NUManHs 3abe3nevents iXHboi HadiliHocmi cmae éce OiNbW AKMYanbHum. Y 36 3Ky 3 yum,
BUBYEHHS MA NPOSHO3YEAHHS 3ANUUKOBOI KIIbKOCII NOMULOK, WO MOJICYMb UHUKHYMU Ni0 Yac eKCcniya-
mayii npoepamHo2o 3abe3neyents, Mac Ha036UYaliHo eenuKe 3nadeHns. Lls cmammsa npucesauena npoeHo-
3V8AHHIO 3ANUUKOBOI KiIbKOCII NOMULOK NPOEKMYBAHHA Y NPOSPAMHOMY 3abe3nedenni ingopmayitinux
cucmem 3a pesyromamamu niOKOHMPONLHOI ekcnayamayii. Y pobomi onucano memoo npoeHo3y68anHs
KiIbKOCMI NOMUNIOK NPOEKMYBAHHS, WO 0A3YEMbCA HA 2iNome3i npo 8UNAOKOBUL MAPKOBCLKULL npoyec
oughysitinozo muny 3 DN-poznodinom nanpayrosanns Ha nomuiky. Hessasxcarouu na me, wo yeii po3nooin
Mpaouyitino 8UKOPUCIOBYBABCS K MeOPemUudHa MOOeb HAOIlIHOCMI eleMeHmie, nPUCmpoie ma cucmem
00YUCTIOBANILHOI MEXHIKY, GIH € OyJce SHYYKOIO (DYHKYIEIO 8UNAoKo8020 apcymenmy. Aemopu cmammi
NPUNYCcKaromy, Wo maxuii po3nooil O0YiibHO eUNpoOyeamu sIK MOOelb, WO ORUCYE MPEHO Nnpoyecy ycy-
HeHHsl HAKONUYeHUX NPU NPOEKMYBAHHI NOMULOK NPOSPAMHO20 3a0e3nedenHs, SKi npu3eooams 00 U020
8i0M086. Y pesynomami ananizy memamudnux nyonikayiv 6yn0 cgpopmosano KOHMpOIbHUL NPUKIAO Noge-
OIHKU 0eAK020 NPOSPAMHO20 3abe3neyeHHs 6 4acl. [ yb02o npuxiady i0omi 020 peanbHi 8i0MO8U 3a
mpusanui nepioo excniayamayii. Koumponvui oani 32000m nOPIeHIOGANUCH 3 OMPUMAHUMYU MEOPEMUYUHU-
mu pesynomamamu. Moodenv onucano mogoio Python, i o6uucients npogoounucs y 8ionogionomy cepeoo-
suwi. Y pezyrbmami MOOeNO8AHHA OMPUMAHO NPOSHO3HI OAHi NPO KiNbKICb GI0MO8 3 GUKOPUCHAHHAM
nioxo0dy Ha ocHogi DN-po3nodiny nanpayiosanus na nomuaxy. Oyinka pe3yibmamis nposoounacs 3a
Kpumepiem MiHIMAIbHO20 CYMAPHO20 K8AOPAMUYHO20 GIOXUNEHHSL.

Knrouoei cnosa: npocpamue 3abesneuenns, Mooeib 6i0M08, iMoGipHicho-@izuynuil nioxio, DN-posnodin.

Abstract. The assessment of software reliability in information systems is one of the most pressing issues
in the modern IT industry. Considering the complexity and importance of tasks performed by information
systems, especially systems of critical purpose, the necessity of ensuring their reliability is becoming more
and more urgent. In this regard, studying and predicting the residual number of errors that may occur
during the operation of the software is extremely important. This article is dedicated to forecasting the
residual number of design errors in the software of information systems based on the results of the con-
trolled operation. The paper describes a method for predicting the number of design errors, based on the
hypothesis of a random Markov diffusion process with a DN-distribution for time between failures. Alt-
hough this distribution has been traditionally used as a theoretical reliability model for components, de-
vices, and computer systems, it is a very flexible function of a random argument. The authors of the article
suggest that this distribution is worth testing as a model that describes the trend of eliminating accumulat-
ed design errors in software that lead to failures. As a result of analyzing thematic publications, a control
example of the behavior of some software over time was formed. For this example, its actual failures over
a long period of operation are known. The control data were subsequently compared with the obtained
theoretical results. The model is described in Python, and calculations were carried out in the corre-
sponding environment. As a result of the simulation, forecast data on the number of failures were obtained
using the approach based on the DN-distribution for the time between failures. The evaluation of the re-
sults was assessed by the criterion of minimal sum of squared deviations.

Keywords: software, failure model, probabilistic-physical approach, DN-distribution.
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1. Introduction

Currently, various information systems are widely used in everyday life, including systems for
critical infrastructure. Alongside the benefits gained from their use, we face significant security
risks on the one hand and substantial material losses due to downtime on the other. It should be
unacceptable that reliability assessments are conducted only for the hardware or executive parts
of systems designed for special and critical purposes. In this regard, the issues of software relia-
bility and security are very relevant and require new, modern solutions.

Along with hardware defects and vulnerabilities, software failures are equally significant
in the overall concept of ensuring the security of information systems. A large number of studies
are dedicated to software reliability, where the primary research tool is the mathematical appa-
ratus of probability theory and mathematical statistics, which serves as the foundation of the reli-
ability theory of technical systems.

The aim of the paper is to develop a methodology for predicting software reliability using
the DN-distribution and initial data on controlled operation at the early stages.

2. Highlighting unresolved issues

In work [1], a comparative analysis of software reliability models for one of the information sys-
tems is presented (Table 1). The study analyzes the degree of correspondence between the con-
sidered models and some experimental data obtained from the software operation results. To
quantitatively assess the degree of correspondence of the models, the criterion of minimum total
squared deviation (MTSD) was used D;,;4;(2).
di = i — 9 1)
Diotar = Z?=1(yi - yi)z’ 2)
where Y, is the observed value, ¥, is the predicted value, n is the number of values, and d; is the
square deviation for the n value of the series.

Table 1 — Comparative analysis of software reliability models

Software op-
erating time, 800 | 1600 | 2400 | 3200 | 4000 | 4800 | 5600 | 6400 | 7200 | 8000 | 8800 | 9600 | Sum | MSTD

hours

Experimental
number of 8 6 6 4 3 6 3 2 1 0 2 1 42 0
errors

Transient

801 | 664 | 551 | 457 | 3.79 | 3.15 | 222 | 1,75 | 1.39 | 1.10 | 0.88 | 0.70 | 42 | 13.37
Process Model

Jelinski-
Morande 807 | 6.65 | 548 | 451 | 3.73 | 3.06 | 220 | 1.73 | 1.37 | 1.09 | 0.87 | 0.69 | 41.33 | 17.14
model

Schick-
Wolverton 8.06 | 651 | 5.24 | 423 | 341 | 2.75 | 2.03 | 1.56 | 1.22 | 0.94 | 0.73 | 0.57 | 385 | 68.99
model
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Continuation of Table 1

Exponential

model 801 | 647 | 535|431 |329| 294 | 183|161 | 119|094 |0.73 | 0.57 | 40.07 | 13.92

Musa's Expo-

) 7.95 | 7,52 | 534 | 3.93 | 3.06 | 2.42 | 2.01 | 1.29 | 1.05 | 0.87 | 0.73 | 0.60 | 39.96 | 13.91
nential Model

Morand's ge-

. 13.09 | 7.52 | 5.61 | 3,99 | 3.04 | 253 | 1.67 | 1.29 | 1,05 | 0.87 | 0.73 | 0.60 | 46,01 | 71.19
ometric model

Weibull mod-

el 14.87 | 6.35 | 5.26 | 3.94 | 3/05 | 253 | 1,89 | 1.31 | 1,01 | 0.82 | 0,69 | 0.55 | 47.03 | 64.85

Duane Model 8.00 | 583 | 449 | 340|291 | 233 |183|131|101|0.70 | 0.62 | 0.55 | 46.04 | 22.4

Musa-
Okumoto
logarithmic
model

733 | 492 | 348 | 246 | 1.85 | 1.40 | 1.14 | 095 | 0.82 | 0.70 | 0.62 | 0.55 | 51.85 | 27.8

S-shaped reli-
ability growth
model with
kinks

452 | 355|277 (232|197 | 172 | 155|142 | 132|123 |1.16 |1.10| 30.3 | 43.97

The analysis of the results showed that not all the considered models ensure the required
accuracy in predicting the number of software errors. It is also noted that these models have di-
verse applications and are intended for modeling various classes of information systems. Howev-
er, it should be noted that many of these models are based on the assumption that the occurrence
of errors in software operation is considered a Markov random process, and the distribution of the
random variable is represented by an exponential distribution with a constant failure rate.

It is an undisputed fact that during the operation of the software and the correction of
emerging errors in the normal course (without introducing additional ones), the rate of occurrence
of errors decreases over time. Consequently, error stream models based on the exponential distri-
bution do not correspond to reality [2-4].

3. Description of the main research material
3.1. Selection of a theoretical model for software reliability

) According to the authors, the reliability model based

& | on the DN-distribution [5] can be widely and effec-

tively used for predicting software failures. Exam-

ples of the behavior of the intensity function over

6,0+ V=075 time with fixed distribution law parameters are
. shown in Fig. 1.

Wk This distribution is specifically formalized

' for a Markov random process of the diffusion type

y=2 0.5 with non-monotonic realizations and constant veloci-

2,0F 1 0.75 ty. The model parameters have a physical interpreta-

tion as the average speed of the random process and

0 ] - o the coefficient of variation of the process realizations

1 ? + overtime.

Figure 1 — Dependence of the failure rate The type of distribution function A(¢z) plays a

of the DN-distribution on the shape v significant role in solving several reliability prob-

parameter with the scale parameter z =1 lems. This characteristic A(¢) is particularly im-

portant when selecting a theoretical distribution
function. The failure rate of the DN-distribution represents a non-monotonic function that starts
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from zero and reaches a final steady-state value A typical appearance of this family of

2uvt’
curves for different values of the shape parameter, the v coefficient of variation, is shown in Fig.
1. When applying this distribution in software reliability tasks, the most appropriate range for the
coefficient of variation v is from 0.5 to 1.0.

The function for the density distribution of time to failure is the following:

f(t) =

T &Xp
vt 2rat {

_a—mf}

2v2at

Density (3) corresponds to the distribution function F(t):

@)

at-1 2 at+1
F(t)=®| —= |+exp| = |®| ——= |, 4
© (\EJ o{7) ( ﬁj @
1 ¢ x?
where ®(z)= T Iexp(— 7j dx is the normalized distribution.
T —00

In some cases, for the convenience of research, another designation of the scale parameter
is adopted in the form g, the value of which is equal to the inverse value of the average rate of

1
the degradation process (,U =5j. The shape parameterv, as noted above, also represents the

coefficient of variation of the degradation process. Let’s write expressions (3), (4) in new pa-
rameters. The density of the DN-distribution is as follows:

Ju {_ (t—u)z} (5)
vt\/2_7rtexp 2v7ut |

The density (3) corresponds to the integral function of the DN-distribution:

F(t)= DN(t; 1,v) = q)(‘f_—\/%} + exp(%)ﬂ)(

The main distribution characteristics are given in Table 2.

F(t) = fon (Gaev) =

tep
vlut)’ (6)

Table 2 — DN-distribution characteristics
Characteristic, designation

DN-distribution

Mathematical expectation, M [T ] Yz,
Dispersion, D[T" ] W
Coefficient of variation, V[T ] v

Probability of failure-free opera- -t 2
tion, R(?) O —— —exp(—)@ -

Failure rate, A(t)
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3.2. Parameterization of the DN-distribution

Let’s analyze the expressions for sample estimates of distribution parameters.
The calculation of a sample estimate of the coefficient of variation:

JD
Vv=—-, 7
5 (7)
where D is the sample variance of a random variable:
1 A
D=—3L0:—9)% (8)
S is the mean sample value of a random variable:
1
§=-X1 Vi 9)
The calculation of mean time to failure (MTTF):
n
— i=1 tl’ (10)

where t, is the time to detect an error, f. is the number of errors during the period.

Selective assessment of the average speed of the random error occurrence process looks
like

11)

t_IH

4. Software error prediction

The results of the controlled software operation in the form of a time series of software error de-
tection are presented in Table 1.

The sample characteristics of the presented series of random events (model configuration)
are as follows:

1. Let’s calculate the variance of the random variable — the number of errors:

Let’s find the differences betvveer.\ each We raise each difference to the power of two:
element and the mean value:
8—-35=45 (4.5)2=20.25
6—-35=25 (2.5)2=6.25
6—-35=25 (2.5)°=16.25
4-35=05 (0.5)2=10.25
3-35=-05 (-0.5)2=10.25
6—-35=25 (2.5)2=6.25
3-35=-05 (-0.5)>=10.25
2-35=-15 (—1.5)2=2.25
1-35=-25 (—2.5)%=6.25
0-35=-35 (-3.5)2=12.25
2-35=-15 (—1.5)2=2.25
1-35=-25 (-2.5)2=6.25

20.25+6.25+6.25+0.25+0.25+6.25+0.25+2.25+6.25+12.25+2.25+6.25

D =

2. Let’s calculate the expected value of a random variable.

128

= 6.25.

ISSN 1028-9763. MartemaTnuni Mamuay i cucremu. 2024. Ne 3-4




8+6+6+4+3+6+3+2+1+0+2+1
S = = 3.5.
12
3. Let’s calculate the variation coefficient.
V6,25
ol 0.71.

The process of modeling is implemented using Python with the libraries NumPy and
SciPy.
Step 1: For each time interval, calculate the mean time to failure (MTTF).
Step 2: Compute the probability of failure within the time interval:
P(toy <T <t;) = F(ty,v,a) — F(to,v,a),

where t, is the initial time of interval, t, is the end time of interval, and F(t, v, a) is the software

error distribution function (4).
Step 3: Predict the number of errors F; .

Predicted number of errors at each time interval:
Ff:P(t0<TSt1)*F0,
where F, is the number of errors identified at the beginning of forecasting.
The obtained forecasting results are shown in Fig. 2.

® Reference data
Projected Data

e1To!

of

Number

0 L J

1 { ' ' !
2000 4000 6000 HO00 10000

lime

Figure 2 — Dynamics of the number of software errors over time

Let’s calculate the MTSD (Table 3).
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Table 3 — Calculation of the MTSD

' Vi Ji di = (i — )
1 8 7.60 (8—7.60)%= 0.1600
2 6 8.13 | (6-8.13)%=4.5449
3 6 8.64 (6-8.64)% = 6.9696
4 4 6.61 | (4-6.61)*=6.8121
5 3 4.74 (3—4.74)2 =3.0276
6 6 3.37 | (6-3.37)=6.8913
7 3 241 | (3-2.41)>=0.3481
8 2 1.74 | (2-1.74)?=0.0676
9 1 1.26 | (1-1.26)>=0.0676
10 0 0.93 (0—0.93)?= 0.8649
11 2 0.69 (2—0.69)2 =1.7161
12 1 0.51 (1-0.51)>= 0.2401
Sum 31.71

Based on the results of calculating the MTSD, it is possible to compare different software models
with each other (Table 4).

Table 4 — Ranking of models according to the MTSD criteria

Rank Model MSTD
1 Transition process model 13.37
2 Exponential Musa model 13.91
3 Simple exponential model 13.93
4 Jelinsky-Moranda model 17.15
5 Duena model 22.40
6 Logarithmic Musa-Okumoto model 27.80
7 Diffusion-non-monotonic model 31.71
8 S-shaped growth of reliabilitywith kinks 43.97
9 S-shaped growth of reliability 57.02
10 Weibull model 64.86
11 Schick-Wolverton model 69.00
12 Geometric Morandi model 71.20

5. Conclusions

As a result of the analysis of the obtained data, it can be stated that the calculated RMSE of 37.71
indicates that the diffusion-non-monotonic model is ranked in the middle of the list in terms of
forecasting accuracy. This result can be considered satisfactory, given the relative simplicity of
this method.

The reason for the average accuracy of the forecast using the proposed diffusion-non-
monotonic model lies in the fact that its formalization [3] is based on the hypothesis of a constant
average degradation rate over time. In reality, however, based on general considerations and ex-
periments, the average rate decreases along a curve close to an exponential one, but only if the
detected errors are corrected without introducing new design errors. Otherwise, the adequacy of
the forecast using the diffusion-non-monotonic model will be significantly higher than that of the
models based on an exponential dependency, due to the assumption of the non-monotonicity of
the realizations of the random process.

A major advantage of the method is that in order to start modeling, it is sufficient to have
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data on only one error detected at the initial stage of testing or operation. If there is a prior esti-
mate of the variation coefficient of the process of detecting and correcting design errors, forecast-
ing using the diffusion-non-monotonic model is possible even in the absence of software error
statistics, which other competing models do not allow.

As a promising direction for the development of this approach, it can be noted that the ac-
curacy of the forecasting method can be significantly improved by introducing additional parame-
ters of the random process, such as the defect detection rate, the defect correction rate, etc.
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