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Anomauia. Cmamms npucesiueHa NUMAHHIO BUKOPUCIMAHHA ampubdymusHoi Mooei 2apanmo30amHuocmi
(AMI') Ons KinbkicHoi oyiHKU pieHs 2apaHmo30amHocmi npozpamuozo 3abesneuenus (113). I[lo6yoosa
AMT 113 € 00HUM i3 HAUBANCAUBIUUX eMANIE OYIHKU 2APAHMO30AMHOCHI [ 00360/I€ SUIHAYUMU HEOOXIO-
HICMb BUKOPUCMAHHA MUX YU THWUX XaPaKMepucmux (ampubymis) npoespamuozo npooykmy. Bio noeno-
muy ma adexeamHoCmi 3aCMOCO8Y8AHOI CUCEMU XAPAKMEPUCTIUK 3ANeHCUMb 00COBIPHICIb 00epHCy-
6anoi oyinku eapanmozoamuocmi. Pozensnymo 06a npuxnadu npocpamuoeo 3abesnevenns (113) meouuno-
20 npusHavenns. Bio nabopamopnoi indhopmayivnoi cucmemu (1-J1IC), sixa asmomamusye pobomy meodu-
ynoi nabopamopii, 00 kpumuunoi meouunoi cucmemu (2-MC) Kormpoato JHcummeoinbHOCMI THOOUHU NiC-
M5l peamimayii, KA 6KIOYAE KOMNJIEKCHe piuleHHs, wo 00360J8€ ONMUMIZY8amu Hpoyec IiKy8aHHs.
nayienma. Ilposedeno nopieHAHHS Y3A2ANbHEHUX XAPAKMEPUMUK 2apanmosoamuocmi. AmpudymueHna
Mooens eapanmosoamuoo 113 (AMI 113) 3pobaena i poswupena cneyianbHuMy ampudymamu i Mempu-
Kamu 6ionogiono 0o sumoe JCTY ISO/IEC 25051:2016 Inocenepis cucmem i npoepamuux 3acobis. Bumo-
eu 00 skocmi cucmem i npoepamuux 3acobie ma it oyiniosanns (SQuaRE). Bumozcu 0o saxocmi 20mogoco
onst 3acmocysants npozpamnoz2o npooykmy (RUSP) ma incmpyryii wjooo tioco mecmysanns (ISO/IEC
25051:2014, IDT). ¥V cmammi suxopucmogycmovcsa mamemamuyne nodanuss AMI, axe npusuauene ona

obuucnenns piens capanmosdamnocmi I13. Buxopucmogyemocs pynxyionan G ., ckradosumu ako2o €

eKCNEepmHI HOPMOBAHI 3HAYEHHS. KIIbKICHUX OYIHOK ampuOymie ma Mempux i3 6IONosiOHUMU KoepiyicH-
mamu eazu ma Koegiyicnmamu 6naugy. 3 mMemoio oyinku pobomo3oammocmi ampudbymuenoi mooeni ea-
panmosoamuocmi 113 6yno npoananizoséano 06a ii eapianmu — 3 Ypaxy8auHaAM 6a206Ux KoeQiyicnmis
Kpumepiie oyinku mempux i 6e3 nux. Kpim moeo, ampudymusna modenv capanmozoamuocmi 113 6yna
anpob06ana Ha 060X MUNAX NPOZPAMMHO20 3A0€3NeUeHH — 3 HUSLKUMU BUMO2AMU 00 2apaHmo30amHo-
cmi (nepwuti nakem I13) i eucoxumu eumozamu (Opyeuu nakem Kpumuunoeo 113).

Knwuogi cnoea: ampubymusna mooensb, 2apanmos0amuicms, ampubymu, Mempuxy, Kpumepii, pieeHb
eapanmo3zoamnocmi 113.

Abstract. The article is devoted to the issue of using the attribute model of dependability (AMD) to quanti-
fy the level of software dependability. Building an AMD of software is one of the most important stages of
reliability assessment that allows for determining the need to use certain characteristics (attributes) of a
software product. The completeness and adequacy of the used system of characteristics determine the re-
liability of the obtained reliability assessment. Two examples of a medical software are considered in the
paper. From the laboratory information system (1-LIS), which automates the work of a medical laborato-
ry, to the critical medical system (2-MS) for monitoring human life after resuscitation, which includes a
comprehensive solution that allows for optimizing the patient’s treatment process. A comparison of the
generalized characteristics of assurance was made. The attribute model of dependable software AMD was
created and extended with special attributes and metrics in accordance with the requirements of DSTU
ISO/IEC 25051:2016 Engineering of systems and software, requirements for the quality of systems and
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software and its evaluation (SQuaRE), and quality requirements for a ready-to-use software product
(RUSP) and instructions for its testing (ISO/IEC 25051:2014, IDT). The article uses the mathematical
representation of the AMD, which is intended to calculate the level of software dependability. The func-
tional G, is used, the components of which are the expert normalized values of quantitative assessments
of attributes and metrics with the corresponding weighting factors and influence factors. In order to eval-
uate the performance of the attribute model of software reliability, two variants of the model were ana-
lyzed, with and without weighting the metrics evaluation criteria. In addition, the attribute model
of software reliability was tested on two types of software — with low reliability requirements (the
first software package) and high requirements (the second critical software package).

Keywords: attribute model, dependability, attributes, metrics, evaluation criteria, level of software de-
pendability.

DOI: 10.34121/1028-9763-2024-3-4-109-123
1. Introduction

In modern practice, the concept of «attribute model of software dependability» (hereinafter
referred to as AMD) is used to describe and assess the dependability of software, which is the
basis for both the formal description of dependability characteristics and their relations and for
assessing the dependability of software. A software dependability model is a structured set of
interrelated characteristics and relationships between them. The structure of the software AMD is
described by a hierarchy, the elements of which are a set of characteristics and subordination
relations between them.

To this day, the approaches and methods for building a software AMD are based on the
formation of a hierarchical structure of characteristics. At the top level, there are the
characteristics of reliability, detailed by indicators of lower levels, until the decomposition leads
to measurable indicators. The differences lie in the proposed number of hierarchy levels (two or
more), as well as in the characteristics of the top level of the hierarchy.

The expediency of the hierarchical structure of the software AMD is explained, firstly, by
the fact that the multilevel structure of reliability indicators provides a systematic description of
the requirements for a software tool, allowing stakeholders to set the desired properties
(characteristics) of a software product. Secondly, most of basic indicators (attributes, inherent
essential properties of an object) of assurance, such as functional compliance, reliability, safety,
etc., cannot be directly measured and evaluated. In order to obtain estimates of these indicators,
they can be represented by a set of narrower lower-level characteristics (estimated indicators),
which can also be disaggregated. Such disaggregation is carried out as long as the characteristics
of the lower level of the hierarchy are easy to assess and provide objective quantitative estimates.

Based on the results of a comparative analysis of a modern software AMD, the article
shows the feasibility of building a basic dependability model for critical software based on the
standard set of requirements of ISO/IEC 25051. However, to be applied to specific types of
software, it should be adapted to meet the specific requirements by selecting relevant attributes,
metrics, and criteria, as well as possibly adding additional dependability indicators.

The aim of the paper is to apply a methodological approach to quantifying the level of
dependability of computer systems based on the attribute model of dependability in vector and
scalar forms of representation [1], the assessment should be carried out in accordance with the
requirements of [2] using a universal approach to assessing software attributes and metrics,
similar to [3].

2. Requirements for building a software AMD

The construction of the software AMD is carried out through a detailed and consistent description
from top to bottom of the multilevel structure of indicators, from the characteristics of the upper
level of the hierarchy to the evaluation elements (single indicators). At the same time, the
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evaluation element should provide a direct determination of the presence of a particular property
of the software.

The assessment of the achieved dependability indicators goes in the opposite direction:
from the assessment of individual assessment elements to the aggregate assessment of the higher
dependability indicators of the software AMD.

Today, there is no generally accepted methodology for building a software AMD that
allows reducing the attributes of dependability to a final set of quantitative assessment indicators,
the values of which would be easily and objectively assessed.

At the same time, the practice has developed general requirements and recommendations
for the formation of a system of software dependability characteristics. These requirements can
be formulated as follows:

* it is recommended to build the AMD of software on the basis of modern international
standards regulating the indicators of software dependability, taking into account the functional
purpose, specifics, and requirements of the field of application;

« the system of software dependability characteristics should be formed on the basis of the
standard characteristics of the upper level of the hierarchy, taking into account the requirements
of all stakeholders;

* it is advisable to design a generalized basic AMD for several groups (classes) of
software with the maximum possible list of dependability indicators and, in each case, based on
the basic model, build an AMD for a particular group or specific software, expanding or
narrowing the range of basic dependability indicators;

+ the system of software dependability characteristics should describe all the main
properties and features of the software of a given class and have the possibility of further
refinement and detailing;

« the assessment characteristics of dependability should be formed on the basis of the
principle of understandability and measurability of values;

« large groups of software dependability characteristics should be divided into logically
related subgroups;

« each dependability characteristic should describe the importance of the software tool in
this class;

« the characteristics of dependability should not overlap or duplicate each other;

« single indicators of dependability expressed in physical units should either be converted
to relative units that lie in the range from 0 to 1 (normalized) or assessed by experts in the same
range.

3. The main part of the study

A comprehensive assessment of the level of software dependability is carried out according to the
AMD of software in the form of a linear functional containing estimates of all model attributes
[3]. As a mathematical model of the AMD, the following functionality is used to calculate the
level of system dependability:

Guo= Y BA, @

where n is the number of AMD attributes, B, is the coefficient of influence of the i-th attribute,
and A is the quantitative assessment of the i -th attribute.
The sum of the influence coefficients of all attributes is equal to the number of attributes:

iBi =n. 2
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Each attribute A corresponds to its own set of metrics M;; with weighting coefficients

ﬂij :
A :ZﬂijMij' (3)
j=1
The sum of the weights of the metrics in a particular attribute is equal to
S B, =1, (4)
j=1

Each metric corresponds to a set of criteria K, which are used to evaluate the software
metrics. K, is assumed to be equal to the expert value E,. When several expert assessments of

sub-criteria are used to estimate K, , the score E, is calculated using formula (5).

Note 1. The overall expert assessment of the criterion is formed from the average score of
the sub-criteria k; [3] when it is possible:

K, = =k (5)

where qis the number of sub-criteria.
The metrics are calculated by the following formulas:

p
Mij =kzvijjk1 (6)
1
or ()
p
M; =Z Kic
k=1

where k =1+ p is the sequence number of the k -th criterion in the j -th metric, p is the number
of criteria in the j-th metric, and v, is the weighting factor of the k -th criterion in the j-th

metric.
After calculating the metric scores, each attribute is evaluated, and the general AMD
formula looks like this:

G = Zn: BiiﬁijM ij’ (8)
i=1 j=1
(;H.'t" e ” B! > /{!,- :‘ "N A’M
Z Z Z’ ’ 9)
G {MD = ’Z‘H. Z/}., .Zl\’ ik
juu] jul bl . (10)

112 ISSN 1028-9763. Matemarnuni Mammsy i cucremu. 2024. Ne 3-4



3. Examples of the software AMD application

Let’s consider the options for using the software AMD on the examples of software from two

medical systems for automating the activities of an institution.

Example 1. Quantitative assessment of the level of dependability of a laboratory information
system (LIS) that automates the work of medical laboratories. The LIS can be used to register a
client’s (patient’s) visit and order with automatic labeling.

An example of calculating attributes and metrics, taking into account (6).

Table 1 — The main metrics of the attribute Performance level

Attribute | Evaluation | Metric Metric Metric |Criterion| Overall | Name of the Expert
KA attribute name weight | evaluation | weight | evaluation | criterion/sub- |evaluation
' M i factor M i factor of the criterion of the

VijM V}Sk criterion k| criterion
K k= Ks K.
or
Ki =K,
q
>k
_ =t
q
0.3 Temporal 0.3 0.6-0.8 + 0.6 0.8 Compliance 0.8
0.76 + characte- 0.4-0.7= with
0.4- ristics 0.76 response
0.95 + time
0.3 requirements
0.85= 04 0.7 Compliance 0.7
0.863 with
processing
time
requirements
Use of 0.4 0509+ 0.5 0.9 Volume 0.9
— resources 0.5-1= consumption
2 0.95 requirements
[<5]
> for
e performing
£ functions
S 0.5 1 Types of 1
k2 resources for
performing
functions
Potential 0.3 1-0.85= 1 (0.8 +0.8 | Compliance 0.85
opportu- 0.85 +0.9+ with the
nities 0.85 + requirements
0.9)/5= | of the limit
0.85 parameters
of the
product or
system
1. The 0.8
number of
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Continuation of Table 1

stored
items

2. The 0.8
number of
users
working in
parallel

3. Channel 0.9
capacity

4. 0.85
Transaction
throughput

5. Database 0.9
size

The final data of attribute and metric calculations, taking into account (6).

Table 2 — Attribute Functional suitability

. Evaluation of the .

Ne Metrics metric M, Weight 3, BM;
1 | Functional completeness 0.66 0.5 0.33
2 | Functional correctness 0.8 0.3 0.24
3 | Functional expediency 0.7 0.2 0.14

Acs =D BiM; =071,
j-1
Table 3 — Attribute Performance efficiency
. Evaluation of the .

Ne Metrics metric M, Weight g; BM;
1 | Temporal characteristics 0.76 0.3 0.228
2 | Use of resources 0.95 0.4 0.38
3 | Potential opportunities 0.85 0.3 0.255

Ace = B;M;; =0.863.
j-1
Table 4 — Attribute Compatibility
] Evaluation of the .

Ne Metrics metric M, Weight g; BiM;
1 | Coexistence 0.76 0.4 0.304
2 | Functional compatibility 0.95 0.6 0.57

A= BM, =0874.
j-1
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Table 5 — Attribute Usability

) Evaluation of the .

Ne Metrics metric M, Weight g; BiM;
1| Determination of 0.96 0.2 0.192

eligibility

2 | Researchability 0.75 0.15 0.1125
3 | Controllability 0.8 0.15 0.12
4 | Security 0.8 0.2 0.16
5 | User interface aesthetics 0.8 0.2 0.16
6 | Accessibility 0.8 0.1 0.08

A =D BM, =0.8245.
-1
Table 6 — Attribute Reliability
. Evaluation of the Weidht M

Ne Metrics metric M, eight f; BM,
1 | Completeness 0.9 0.3 0.27
2 | Readiness 0.9 0.3 0.27
3 | Fault tolerance 0.9 0.2 0.18
4 | Renewability 0.8 0.2 0.16

A=Y M, =0.88.
j-1
Table 7 — Attribute Security
. Evaluation of the .

Ne Metrics metric M, Weight g; BiM;
1 | Privacy 0.7 0.2 0.14
2 | Integrity 0.9 0.2 0.18
3 | Genuineness 0.9 0.2 0.18
4 | Traceability 0.8 0.2 0.16
5 | Authenticity 0.9 0.2 0.18

A=) BM; =0.84.
j-1
Table 8 — Attribute Maintainability
) Evaluation of the .

Ne Metrics metric M, Weight £; BM;
1 | Modularity 0.85 0.3 0.255
2 | Reusability 1 0.1 0.1
3 | Analysability 0.84 0.2 0.168
4 | Modifiability 0.9 0.3 0.27
5 | Testability 0.8 0.1 0.08

A, =Y BM, =0873.
-1
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Table 9 — Attribute Portability

) Evaluation of the .
Ne Metrics metric M, Weight g; BiM;
1 | Adaptability 0.9 0.4 0.36
2 | Installability 0.7 0.4 0.28
3 | Interchangeability 0.8 0.2 0.16
A=) B;M; =08.
j-1
Table 10 — Attribute Effectiveness
. Evaluation of the .
Ne Metrics metric M, Weight g; BM;
Accuracy and
1 | completeness of goal 0.9 1 0.9
achievement
A, =Y BiM;=09.
j-1
Table 11 — Attribute Performance
. Evaluation of the .
Ne Metrics metric M, Weight g; BiM;
Relationship between
1 | &ccuracy and 09 1 0.9
completeness of goal
achievement
Poer = ZﬂijMij =0.9.
-1
Table 12 — Attribute Usefulness
. Evaluation of the .
Ne Metrics metric M, Weight f; BiMy
1 | Fullness 0.8 0.3 0.24
2 | Trust 0.7 0.3 0.21
3 | User satisfaction 0.8 0.2 0.16
4 | Comfort 0.7 0.2 0.14
Ay =D BM; =0,75.
j-1
Table 13 — Attribute Absence of risks
] Evaluation of .
Ne Metrics the metric M, Weight f; M
Mitigating the negative
1 | consequences of the 0.7 0.4 0.28
economic situation
Mitigating the negative
2 | health and safety 0.7 0.3 0.21
impacts
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Continuation of Table 13

Mitigating the negative
3 | consequences of 0.8 0.3 0.24
environmental risk

A= BM; =073,
j-1

Table 14 — Attribute Context coverage

] Evaluation of .
Ne Metrics the metric M, Weight f; BM;
1 | Context completeness 0.8 0.6 0.48
2 | Flexibility 0.7 0.4 0.28

Acc =D BiM;; =076,
j-1

Table 15 — Attribute Redundancy

) Evaluation of .
Ne Metrics the metric M, Weight ; BiM,
1 | Temporary redundancy 0.9 0.3 0.27
2 | Information redundancy 0.8 0.3 0.24
3 | Structural redundancy
(multl-ver_smp) with 09 0.4 0.36
control coincidence
(verification) of results
Ax =Y B;M; =0.87.
-1
Table 16 — Attribute Self-control
] Evaluation of .
Neo Metrics the metric M, Weight f; BiM,
1 | Self-recovery 0.9 0.2 0.18
2 | Self-verification 0.7 0.1 0.07
3 | Preventing errors 0.8 0.2 0.16
4 | Error tolerance 0.9 0.2 0.18
5 | Efficiency 0.85 0.1 0.085
6 | Self-adjustment 0.9 0.2 0.18

A =Y B;M; =0.855.
j-1

Note 2. Let’s assume that the influence coefficients of the i-th attribute B, are the follow-
ing: functional suitability B, =2; performance efficiency B,=1; compatibility B,=0.5; usability
B,=2; reliability B,=1; security By=1; maintainability B,=1; portability B;=1; effectiveness
B, =1, performance B, =1; usefulness B, =1; absence of risks B,, =1; context coverage B;=0.5;
redundancy B,, =0.5; self-control B, =0.5.
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And then calculate the generalized characteristic of dependability (9):

G = z BiZﬁijMij =BAcs + B, Ace + B;A. + B, A, + BoA + B A + B Ay + BgAs + BoA + B Asg, +
i1 j

+ BllAJf +BL AR+ Bl3ACC +B, A + Blsp%c =
=2-0.71+1-0.863+0,5-0.874+2-0.8245+1-0.88+1-0.84+1-0.873+1-0.8+1:0.9+1-0.9+1-0.75+
1-0.73+0.5-0.76+0.5-0.87+0.5-0.855=12.2845.

Below, there is an example of the calculation of attributes and metrics taking into account
(7) in accordance with the new AMD form without using the weighting factors of the evaluation

criteria.
Table 17 — The main metrics of the attribute Performance efficiency
Attribute | Attribute rI?Iame of wz/ilsgtliil g I?vr?luatlor_l Name of the Criterion
KA evaluation the metric factor of the metric Cnter'onlsub_ evaluation
' M; yM M criterion K,
ij
0.3* Temporal 0.3 0.8+0.7= | Compliance with 0.8
1.5+ characte- 1.5 the response time
0.4* ristics requirements
1.9+ Compliance with 0.7
0.3* the processing time
> 0.85= requirements
15 1465 Use of 0.4 0.9+1=1.9 | Volume _ 0,9
2 resources consumption
@ requirements for
§ performing
S functions
o Types of resources 1
5 for performing
a functions
Potential 0.3 0.85 Compliance with 0.85
opportu- the requirements of
nities the boundary
parameters of the
product or system

Let’s calculate the generalized characteristic of dependability (10):

G = Z B;
i=1

m;

1

ZﬁijMij = BlAFS + B, A + BsAc + B4AJ + BsAR + BeAs +B,Ay +BAs + BgAE + BlOAPer +

+ BllAJf +BpAg+ BlSACC +BuA + BlSASC =
2:1.42+1-1.465+0.5-1.74+2-1.125+1-1.33+1:0.84+1-1.64+1-1.44+1-0.9+1-:0.9+1-0.99+1-1.01
+0.5-1.52+0.5-0.87+0.5-1.89=18.615.

Example 2. Quantitative assessment of the level of dependability of the medical system (DMS)
for monitoring human vital signs in the intensive care unit (including a comprehensive solution
that allows for the diagnosis and treatment process to be carried out and optimized).

The final data of the attributes and metrics calculations, taking into account (6):
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Table 18 — Attribute Functional suitability

Evaluation of

Ne Metrics the metric M, Weight g; BiM;
1 | Functional completeness 0.96 0.4 0.384
2 | Functional correctness 0.9 0.3 0.27
3 | Functional expediency 0.9 0.3 0.27
Acs =Y B;M; =0.924.
-1
Table 19 — Attribute Performance efficiency
. Evaluation of .
Ne Metrics the metric M, Weight f; BiM;
1 | Temporal characteristics 0.94 0.3 0.282
2 | Use of resources 0.75 0.2 0.15
3 | Potential opportunities 1 0.5 0.5
Ace =D B;M;; =0.932.
j-1
Table 20 — Attribute Compatibility
. Evaluation of .
Ne Metrics the metric M, Weight f; BiM;
1 | Coexistence 0.76 0.6 0.456
2 | Functional compatibility 0.95 0.4 0.38
A= BM, =0.836.
j-1
Table 21 — Attribute Usability
) Evaluation of .
Ne Metrics the metric M, Weight S; M
1 | Determination of 0.96 0.2 0.192
eligibility
2 | Researchability 0.9 0.15 0.135
3 | Controllability 0.8 0,15 0.12
4 | Security 0.8 0.2 0.16
5 | User interface aesthetics 0.8 0.2 0.16
6 | Accessibility 0.8 0.1 0.08
A =D BM, =0847.
j-1
Table 22 — Attribute Reliability
) Evaluation of .
No Metrics the metric M, Weight f; M
1 | Completeness 1 0.3 0.3
2 | Readiness 1 0.3 0.3
3 | Fault tolerance 1 0.3 0.3
4 | Renewability 1 0.1 0.1
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A :Zi:ﬂijMij =1.

Table 23 — Attribute Security

) Evaluation of .

Ne Metrics the metric M, Weight g; BiM;
1 | Privacy 1 0.2 0.2
2 | Integrity 1 0.2 0.2
3 | Genuineness 1 0.2 0.2
4 | Traceability 1 0.2 0.2
5 | Authenticity 0.9 0.2 0.18

A =D M, =098.
-1
Table 24 — Attribute Maintainability
] Evaluation of .

Ne Metrics the metric M; Weight /4, PiMy
1 | Modularity 0.85 0.3 0.255
2 | Reusability 1 0.1 0.1
3 | Analysability 0.84 0.2 0.168
4 | Modifiability 0.9 0.3 0.27
5 | Testability 0.8 0.1 0.08

Ay =Y BM, =0873.
i1

Table 25 — Attribute Portability

) Evaluation of )
Ne Metrics the metric M, Weight f; BiM;
1 | Adaptability 0.9 0.4 0.36
2 | Installability 0.7 0.4 0.28
3 | Interchangeability 0.8 0.2 0.16

A ZZﬂijMij =0.8.
j-1
Table 26 — Attribute Effectiveness

Evaluation of .

Ne Metrics Weight B BiM;

the metric M

1 | Accuracy and
completeness of goal 0.9 1 0.9
achievement

A, =Y BiM; =09.
j-1
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Table 27 — Attribute Performance

Evaluation of

Ne Metrics the metric M, Weight g; BiM;
1 | Relationship between
accuracy and 0.9 1 0.9
completeness of goal
achievement
APer = ZﬂijMij =0.9.
j-1
Table 28 — Attribute Usefulness
) Evaluation of )
Ne Metrics the metric M, Weight ; BiM;;
1 | Fullness 0.8 0.3 0.24
2 | Trust 1 0.3 0.3
3 | User satisfaction 0.8 0.2 0.16
4 | Comfort 1 0.2 0.2
AJf = ZﬂijMij =0.9.
-1
Table 29 — Attribute Absence of risks
] Evaluation of .
Ne Metrics the metric M, Weight g; BiM;
1 | Mitigating the negative
consequences of the 1 04 04
economic situation
2 | Mitigating the negative
health and safety 1 0.3 0.3
impacts
3 | Mitigating the negative
consequences of 0.8 0.3 0.24
environmental risk
A= BiM; =094,
-1
Table 30 — Attribute Context coverage
] Evaluation of .
Ne Metrics the metric M, Weight f; BM;
1 | Context completeness 0.8 0.6 0.48
2 | Flexibility 1 0.4 0.4
Acc =DM, =0.88.
j-1
Table 31 — Attribute Redundancy
. Evaluation of :
Ne Metrics the metric M, Weight £; BM;
1 | Temporary redundancy 0.9 0.3 0.27
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Continuation of Table 31

2 | Information redundancy 0.8 0.3 0.24

Structural redundancy
(multi-version) with
control coincidence
(verification) of results

0.9 0.4 0.36

Ar =Y B;M; =0.87.
j-1
Table 32 — Attribute Self-control

Ne Metrics tE;’?:;?::gnl\;: Weight f; BiM;
1 | Self-recovery 0.9 0.2 0.18
2 | Self-verification 0.9 0.1 0.09
3 | Preventing errors 0.87 0.2 0.174
4 | Error tolerance 0.9 0.2 0.18
5 | Efficiency 0.85 0.1 0.085
6 | Self-adjustment 0.9 0.2 0.18

A =Y B;M; =0.889.
j-1

Note 3. Let’s assume that the influence coefficients of the i -th attribute B, are the follow-
ing: functional suitability B, = 1, performance efficiency B,=0.5; compatibility B,=0.5; usability
B,=0.5; reliability B,=3; security B,=3; maintainability B,=0.5; portability B;=0.5;
effectiveness B, =1; performance B,,=1; usefulness B,=0.5; absence of risks B, =1; context

coverage B,=0.5; redundancy B, =0.5; self-control B,=1. Note that in this example, the

influence factors for the reliability and security attributes are increased.
Let’s calculate the generalized characteristic of dependability (9):

G = Z BiZﬁijMij = BlAFS + B, A + BsAc + B4A\J + BsAR + BeAs +B; Ay + BSAP + B9AE + BlOAPer +
i<l j=l
+ BllAJf + BlZAAR + BlSACC + Bl4AR + BlSASC =
=1-0.924+0.5-0.932+0.5-0.836+0.5-0.847+3-1+3-0.98+0.5-0.873 +0.5-0.8 +1-:0.9 +1-0.9+0.5-0.9
+1-0.94+0.5-0.888 +0.5-0.87+1:0.889=13.962.

To evaluate the model’s response in the same examples, we eliminate the weighting

coefficients on the criteria variables (7).
Generalized characteristic of dependability (10):

GAMD = z BiZﬂijMij = BlAFS + BZAPE + Bspb + BAAJ + BSAR + BeAs + B7AM + BSAP + BQAE + BlOAPer +

i21  jl

+ BllAJf + BlZAAR + BlSAYZC + BlAAR + BlSASC =
=1-1.93+0.5:1.37+0.5'1.66+0.5:1.17+3'1.6 +3:0.98+0.5'1.64+0.5-1.44+1:0.9+1:0.9+0.5-1.14
+1-1.34 +0.5-1.76+0.5-0.87+1-1.32=19.655.
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5. Conclusion

Building a software AMD is one of the most important stages of software dependability
assessment because it allows for determining the need to use certain characteristics (attributes) of
a software product when assessing software dependability. The assessment reliability depends on
the completeness and adequacy of the used system of characteristics.

The choice of AMD is influenced by many different factors, whether the software is
general-purpose or mission-critical. The main features of critical software that should be taken
into account when building an AMD are the following:

« the increased requirements for reliability and functional safety;

« the need to guarantee that critical software provides the specified quality, safety, and
ability to withstand system disruptions, failures, and errors of various types;

« critical software must have such important properties as reliability, fault tolerance,
recoverability, and built-in diagnostic and testing functions;

« several different models can be used in parallel for a comprehensive assessment of the
reliability of critical software.

It is clear that the implementation of dependability requirements leads to an overall
increase in the cost of software, so the task of optimizing the projected level of dependability and
the cost of software is quite relevant and of great social and economic importance.

In order to assess the software AMD, two variants of the software AMD were analyzed
with and without weighting of the metrics evaluation criteria. In addition, the software AMD was
tested on two types of software — with low dependability requirements (the first software
package) and high requirements (the second critical software package). For the first software
package, the model gave the following results: 12.2845 and 18.615 points, respectively. For the
second software package, the scores were 13.962 and 19.655, respectively. The absence of
weighting factors in the criteria leads to an increase in the assessment of the level of software
dependability and is more visible and confirms the high level of software dependability for a
critical application system, ensuring the patient’s vital activity in the intensive care unit after
surgery.

It should be noted that the task of building a model for assessing the level of software
dependability does not lose its relevance over time. This can be explained by the fact that, firstly,
it is impossible to develop a universal system of characteristics for all classes of software, and,
secondly, a once-built AMD for a certain class of software may eventually cease to correspond to
the dynamics of its functional capabilities.
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